BLOCKING PREEMPTION: CONVERGENCE,
PRIVACY, AND THE FCC’S MISGUIDED
REGULATION OF CALLER ID

INTRODUCTION .« .ttt tttteettaeeansteaneaenssesaseennerennnss 408
1. THE VALUE AND DANGERS OF INFORMATION ............. 411
I, CALLER DD Lottt eneeaans 414

A. The Business Community’s Best Friend ................ 415
B. Blocking Measures ............oviiiiiiininiiinians 417
. FCCRULING ...iiiiiiiiiiiii it iiiii i e ieiieeaaans 418
A. Reasons for the FCCRuling.......................... 420
B. Problems with the FCC Ruling........................ 421
. A PrROPOSAL TO PRESERVE THE PRIVACY INTERESTS OF
CALLERS -+ 1« a et e vt e e 426
A, Consumer Education ...............cc0eeiiiiinnnn... 428
B. Per-Call Blocking as a Minimum Standard. ........... 429
. THE FCC’s PREEMPTION OF STATE Law ................. 430
A. Congress’s Power to Preempt State Law . ............... 430
B. The Validity of Agency Rules that Preempt State Law... 431
C. Case Law Regarding the FCC’s Statutory Authority. . ... 432
D. The FCC's Authorily to Preempt State Regulation of
Caller ID . ... .ot i it 433
E. Convergence and Existing Privacy Protections.......... 434
1. The Cable Television Consumer Protection Act 435
2. The Video Privacy Protection Act of 1988 ..... 437
3. Telephone Consumer Privacy Protection Act of
1998 L e 438
4. Study Commissions on Privacy Issues .......... 440
a, Committee on Automated Personal Data
SYSEEMS . vt s 440
b. Nixon’s Domestic Council Committee on,
the Right to Privacy ........................ 441
c. Privacy Protection Study Commission ...... 441
d. The National Telecommunications and
Information Administration’s Recognition

of Increased Privacy Requirements in the

Age of the Information Superhighway ..... 443

F. Implications of Existing Statutes and Previous Study
Commissions ...oo.ovviiiiiiiiin it 444
CONCLUSION .. v vttt e 445




ﬂ

]

408 CARDOZO ARTS & ENTERTAINMENT [Vol. 14:407 |
The central storage and easy accessibility of computerized data
vastly increase the potential for abuse of that information, and I
am not ‘prepared to say that future developments will not

Vo
demonstrate the necessity of some curb on such technology.' ?:ﬁ
Justice William Brennan, 1976 dlt
INTRODUCTION m!
1
Advances in technology have led us towards an information- | [;'1
dependent global economy that threatens to make public the de- Cc
tails of our private lives.? Soon, Americans will be able to access tia
numerous commercial, scientific, and business databases, along '
with services such as participatory television, banking, home shop-
ping (with price comparisons of neighborhood stores), and remote
medical testing.” Despite the convenience of such dynamic tech- 1
nological advances,* the increased number of electronic transac- ]
tions, accelerated collection of personal information, and advances 1‘ "
toward interconnectivity of telecommunications networks and in- ‘
formation service providers spawn intense public concern about |
personal privacy.’ Inevitably, the proliferation of multimedia serv- !
ices will create “the electronic equivalent of a paper trail” that will
, o
1 Whalen v. Roe, 429 U.S5. 589, 607 (1977) (Breqnan,l., concurring). tié
2 Fred H. Cate, The Future of Communications Policymaking, 3 Wwm. & Magry BuL RJ. 1 . o
(19?"4?(;1 a recent inquiry, the Department of Commerce envisioned the information super- ﬁ(;
highway as a phenomenon that

could ultimately provide access 1o interactive multimedia, integrated digital C"‘]
streams of video, audio, text, and graphics that will allow an instantaneous dia-
logue between the user and the system for the transmittal of information. In- h
teractive multimedia encompasses such services as video on demand, ‘
participatory television, electronic publishing, interactive video games,
teleshopping, 1telebanking, videoconferencing, remote medical testing and
evaluation, and distance learning. For example, using devices with the attrib-

wi
utes of a telephone, a television, a camcorder, and a personal computer, stu- pli
dents ultimately may be able to browse through the collections of any library in in
the counury and collaborate on research projects with others hundreds of miles i
away, individuals may be able 1o experience special family events like a christen- th
ing or wedding even though they cannot attend in person, and citizens may be

able to participate in elecrronic town meetings. In addition, small businesses as tﬁ
well as large may take advantage of the fatest in computer technology 1o design
products and provide useful services . . ..,

Inquiry on Privacy Issues Relating to Private Sector Use of Telecommunications-Related
Personal Information, 59 Fed. Reg. 6842, 6343-44 {(1994) (footnote omiued).

4 “We look forward to the dissemination of high-definition television, virtual reality,
and artificial intelligence. These and other ‘back-tothe-future’ wonders will continue to
transform our world in the years and decades ahead.” Pawick J. Leahy, New Laws for New
Technologies: Current Issues Facing the Subcommittee on Technology and the Law, 5 Harv. JL. &
Tech. 1, 1 (1992).

ke
5 50 Fed. Reg. 6842; see Whalen, 429 U.S. at 605 (stating that “fw]e are not unaware of 01
the threat to privacy implicit in the accumulation of vast amounts of personal information %i
R P
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capture and record the details of a person’s life.® Already,
voracious telemarketers can obtain lists of a business’s customers
and target those individuals with sales campaigns. With the in-
crease in information-dependent technologies, information ped-

D76 dlers can obtain more intimate information about individuals with
even less effort.” As lawmakers establish the foundation for maxi-
mizing the benefits of the coming technological explosion, they
must also protect Americans from the intrusive aspect of communi-

- cations and information technologies. Indeed, one member of

de- Congress has expressly addressed the issue, by stating that legisla-

€53 tion must establish

g;g_ prospective privacy safeguards to ensure the perpetuation of

bte such privacy rights as communications and computer technol-

e ogy continue to merge and evolve. Regardless of the particular

: technology a consumer may use, their [sic] privacy rights should

2 remain a constant. In short, consumers should know when per-

€S sonal data is being collected. They should be given proper no-

1n- tice if those collecting personal information intend: to reuse or

put sell such personal data. And finally, consumers must be given

Srv- the right to prohibit or curtail such practices.®

iﬂu A recent technology, Calling Number Identification (“Caller

i'"' ID™), has bolstered the collection and commercial use of informa-

J- 1 tion. The service enables people to see a calling party’s number as

per- soon as the telephone rings. Most states offer a call blocking op-
tion for callers who wish that their numbers remain anonymous.
Callers can block calls on a per-call basis by dialing a code before
each phone call they wish to block. Per-line blocking, on the other
hand, automatically blocks all calls made from a particular line.

The primary advocates of Caller ID argue that the technology
will allow people to screen calls, deter the number of obscene and
prank telephone calls, store the number of unanswered calls, and
improve the service that companies offer repeat customers.® None-
theless, “[t]he same technology also has created new ways to com-
mit telemarketing fraud and has decreased individual privacy
through the disclosure of telephone numbers and the compilation

ted

- & 59 Fed. Reg. 6844.

ltt)g r Sns cg. 6844

(Newr 8 139 Cong. Rec. E2745-46 (daily ed. Nov. 8, 1993) (statement of Rep. Edward J. Mar-

& key, introducing the Telephone Consumer Privacy Protection Act of 1933, H.R. 3432, 103d
Cong,, 1st Sess. (1993)}.

e of 9 Benjamin R. Seecof, Cailer Identification: Stealing Your Name and Number, 13 HasTINGS

ition ‘ Comm. & Ent. LJ. 791, 793 (1991); Consumers Win One; Court Judges Caller ID as User-Friendly,
‘ CoLumsus Diseatch, Sept. 29, 1994, at 12A. '
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i
of credit, buying, and other personal information in databases,”?
Additionally, anonymous hotlines may lose their effectiveness, un.
listed numbers may lose their secrecy, and professionals who work’
at home will reveal the numbers from which they call.’* Despite;
the benefits that Caller ID may offer, the tension arising from con-!
sumer protection concerns, and issues of control over personal in.!
formation have slowed its implementation.’® The ability to block
calls on a perdine basis is the minimum requirement necessary to
safeguard privacy concerns. |

For seven years, Caller ID operated solely on-an intrastate ba--
sis. However, a recent ruling of the Federal Communications Com-
mission (*FCC” or “Commission”) mandated Caller ID’s availability
on an interstate basis begining April 12, 1995.% Overwhelming op- !
position to the ruling, however, forced the FCC to postpone this
date, '

After Cailer ID’s introduction,.the legislature of each state that .
adopted it carefully considered the available blocking options that
would allow callers to prevent disclosure of their telephone num-
bers. Various states allowed callers to block calls on a per-call basis
by dialing *67 before each call.'® States that were more protective
of their citizens’ privacy rights, including New York, allowed per-
line blocking.'® The FCC ruling, however, abolishes per-line block-
ing and imposes upon all states per—call blocking for interstate
calls. This Note will discuss the FCC’s ill-advised preemption of
state privacy interests in its regulation of Caller 1D.

Part I examines the individual’s right to informational privacy,
which opponents of Caller ID invoke to argue that adequate pri-
vacy mechanisms must be available. Part I considers the funda-
mentals of the Caller ID service and illustrates the uses of
information obtained through the service. Though Caller ID is a
relatively inexpensive service that offers various advantages to
American homeowners and businesses, it has spawned a raging de-

10 Consuelo L. Kertz & Lisa B. Burnete, Telemarketing Tug-of- War: Balancing Telephont
Information Technology and the First Amendment With Consumer Protection and Privacy, 43 SyRA-
cuse L. Rev. 1029, 1029 (1992).

11 Seecof, supra note 9, at 793,

12 Kertz & Burnette, supra note 10, at 1029; Anthony Ramirez, How Unlisted® is Becoming
Kind of Listed’, NY. Times, May 7, 1885, at F1, F10.

33 Rules and Policies Regarding Calling Number Identification Service-——Caller 1D, 9
F.C.C.R. 1764, 1766 ¥ 11 (1994); Ramirez, supra note 12, ac 1.

14 See Rules and Policies Regarding Calling Number Identification Service—Calter ID,
1995 FCC LEXIS 1864 (Mar. lga 1995).
15 Matthew L. Wald, Caller JD Reaches Out A Bit Too Far, N.Y. Times, Feb. 2, 1995, at Bl,
B4,

16 For example, callers may forget to dial the blocking code or may incorrectly diai the
code,
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pate over the competing privacy interests of both callers and called
parties. Part III examines the FCC’s ruling and criticizes the
agency’s justifications for preempting state. privacy protections.
Part IV proposes measures for providing calling parties with ade-
quate privacy protection. Finally, part V examines the FCC’s pre-
emption of state law in the Caller ID field, and argues that the
FCC’s ruling contravenes congressional intent to safeguard individ-
uals’ informational privacy.

I. THE VALUE AND DANGERS OF INFORMATION

A 1993 Equifax survey by Louis Harris & Associates and privacy
scholar Alan F. Westin revealed that seventy-one percent of Ameri-
cans feel that they have lost control over personal information
about themselves, while an even greater percentage worry about,
threats to their personal privacy.'” This past summer the former
number increased to eighty percent.'® During the summer of
1995, six out of ten Americans surveyed said that they have refused
to give information to a company because it was too nosy.'”® De-
spite these valid concerns, however, the effectiveness and social
and economic value of current information-gathering capabilities
render information technologies extremely important. Technolog-
ical advancements will improve people’s personal, academic, and
professional lives by increasing the availability of services and infor-
mation resources.*

Computer technology has made it possible for businesses to
better serve customers by collecting intimate data about the indi-
viduals with whom they transact.?! Often, individual profiles help
companies operate more efficiently by helping them understand
consumers’ interests and needs. Also, the computerized storage of
information makes a customer’s profile readily accessible when
Caller ID displays the customer’s number. At the same time, the
information age is creating a surveillance society in which the com-
bination of various consumer databases results in the profiling and
monitoring of individual lifestyles.”* Private databases contain ex-

17 Louis Harris & Assocs. & Artan F, WesTiN, THE EQUIFAX RepORT ON CONSUMERS IN
THE INFORMATION AGE 1, 10 (1998); ser Louise M. Benjamin, Privagy, Computers, and Personal
Information: Toward Equality and Equity in an Information Age, 13 Comm. & L. 8, 3 (1991).
'8 Bruce Horovitz, Invasion of Privacy Consumers, You ave What You Buy, Denv. Posr, Dec.
25.1 3995, at A25.
Id.

20 Spr 59 Fed. Reg. 6843.

21 See Kertz & Bumette, supra note 10, at 1029,

22 David H. Flaherty, On the Utility of Constitutional Rights to Privacy and Data Protection, 41
Case. W, Res, L. Rev. 831, 835 (1991).
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tensive information about people, including their spending habits,
income, medical procedures, family, health, and even future vaca-
tion plans.*® Personal information typically is gathered from a vari-
ety of records that different businesses maintain to target future
solicitations and to sell the records to other businesses.?*

With the help of Caller ID, individuals’ profiles reveal all tele-
phone numbers that they have dialed. These numbers include
calls to a record store, a diet clinic, or an adult movie theater to
make routine “anonymous” inquiries about hours of operation. By
accessing various databases, marketers add vast amounts of infor-
mation to original profiles.?> These computer portraits allow com-
panies to craft their marketing techniques to target a particular
conisumer’s attitudes, values, and interests.*® For example, the per-
son whose profile reflects a call to a diet clinic may receive a deluge
of solicitations targeting overweight people.

The commercial value of intrusive information encourages
holders of large databases to constantly develop profitable ways in
which to exploit the data.?’ Indeed, the direct mail industry relies
for its survival upon the dissemination of personal information
about individuals drawn from a variety of lists.?® On average, a
minimum of twenty-five marketing databases list each American’s
name.” After gathering heavily intrusive personal data, many com-
panies sell the information without regard to the uses for which
such information will be put.®* From the scraps of data marketers
gather about individuals, companies can create and sell mailing

23 See Joshua D. Blackman, A Proposal for Federal Legistation Protecting Informational Privacy
Aceross the Private Sector, 9 SanTa CLARA CoMPUTER & Hicn Tech, LJ. 481, 431 (1993).

24 Seecof, supra note 9, a1 793,

25 Jonathan P. Graham, Privacy, Compulers, and the Commercial Dissemination of Personal
Information, 65 TEX. L. Rev. 1895, 1400 (1987). -

26 See id. at 1395. Mallory Hughes, a Florida resident, recently realized the extent to
which direct marketers will use personal information about individuals, JEFFReY
ROTHFEDER, PRivacy FORr SaLe 23 (1992). Hughes received a letter from evangelist Oral
Roberts, with whom she had no previous contact. The letter began with “Mallory, I am
your Partner and your friend, and because I am so close to you in spirit, I feel I can say
something very personal to you .. .." It continued by stating, “Mallory, it's time for you to
get out from under a load of debt, thar finaneial bondage that . . . makes you feel like you
have nowhere to turn, The devil tells you, ‘You’ve made your bed of debt, now you've got
to lie in it. You're going to be paying on your bills for the rest of your life. . . . Well
Mallory, I don't have a magical answer for your pile of bills and financial bondage. Butl
do have a miraculous answer, direct from the throne of God to your home.” fd. No divine
intervention gave Roberts the power to read Mallory’'s mind. Instead, “Roberts had
purchased Hughes’s name from one of dozens of computerized files that list suspected
financial deadbeats.” Jd. at 24. Roberts shocked Mallory by urging her to send a gift of
$100 to Oral Roberts, so that he could approach God on Mallory’s behalf. Id.

27 Graham, supra note 25, at 1408.

28 [d. at 1400.

29 Horovitz, supra note 18.

30 Graham, supra note 25, at 1397,

i}
i
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lists organized by an infinite variety of characteristics.®® Recent
data shows the existence of more than 15,000 marketing lists con-
taining two billion consumer names, or potential targets.? Result-
ing from such profit incentive is a booming industry involving
commercial dissemination of private information. A 1990 report
estimated that the sale of personal information was a three billion
dollar a year industry.*® The information is often used for reasons
other than originally intended and is manipulated by those who
have no prior relationship with the individual to whom the data
ertains.®* In fact, most people have no knowledge or control over
what information is collected about them and how it is used.3®
An additional problem posed by the information industry is
unauthorized access to stored data. Search firms, such as the Na-
tional Credit Information Network, allow subscribers with com-
puter modems to conduct online searches of millions of on-line
consumer and commercial credit reports, drivers’ license records,
and databases containing social security numbers.*® One such
Florida firm boasted that “[o]ne phone call and a credit card
number puts the most intimate details of your life at the disposal of
anyone willing to pay.”®’

The use of personal information to market goods and services
may become even more intrusive when it falls into the wrong
hands. Despite efforts to combat consumer fraud, telephone fraud

i

31 See Blackman, supra note 28, at 431. These lists often increase the occurrence of
consumer telemarketing fraud committed by boilerroom operations, which move their
location as soon as suspicions heat up. Joe Wayne, Dialing for Defendants, CaL. Law., Aug.
1993, at 28, Indeed, after talking with. some extremely unsophisticated consumers,
“[slome boiler-room operators even compiled lists of casy targets that were sold to other
telemarketers.” Jd.

32 Horoviwz, supra note 18; Consumers Win One; Court Judges Caller ID as User-Friendly,
supra note 9,

33 59 Fed. Reg. 6842.

34 Id.; see Kertz & Burnette, supra note 10, at 1066.

_ 35 This reality is particularly troubling when one considers the possibility of erroneous
information collected and disseminated. Indeed, *[plutting information into America’s
invisible electronic data network is relatively easy, but getting it out—no matter how wrong it
15, of how many people know that—can be impossible.” Larry Tye, No Private Lives: When
the Cost of Infarmation is Too High, Boston Guor, Sept. 5, 1993, at 19 (emphasis added).
An example of the disaster that can result from erroneous information is the case of Phyllis
and Keith Mirocha of Louisville, KY. Trans Union, one of the three major credit reporting
age.ncies, confused Phyllis’s record with a woman who had $60,000 in bad debts. Trans
Union never followed through on its promise to correct the problem. Eventually, the
Mirochas “couldn’t get financing for their new home, developed medical and-other
problems they say made it impossible to hold their jobs, and eventually lost their existing
home and car.” 7d.

36 Benjamin, supra note 17, at 5.

37 Larry Tye, No Privaie Lives: Hidden Assets are an Open Book to Fla. Firm, (pt. 1), BosTon
GLonk, Sept. 5, 1993, at 18.
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remains widespread today.”® The telephone con artist typically de:
scribes fictitious companies offering a limited, one-time only deg]
to participate in a phony investment scheme or purchase a revoh.
tionary product.® The increased distribution of personal informa.
ton makes it even easier for scam artists, whose schemes rarely
deliver the promised riches or goods, to bilk unsuspecting consum.
ers of billions of dollars each year.*

New telephone technologies, such as Caller ID, have furthered
the potential for telemarketing fraud and the dissemination of per-
sonal information through the disclosure of consumers’ telephone
numbers.*’ A business’s ability to record a caller’s number and
add to the profile information from their conversation can lead 1o
disclosure of intimate information about an individual’s tastes and
interests. Therefore, any systemm of Caller ID must account for.
these consumer fraud and informational privacy concerns.

II. Carier ID

Ever since the introduction of Caller ID, a heated debate has
developed over the competing privacy rights of calling parties and
call recipients,** Telephone companies advertised Caller ID as a
miracle technology that finally enabled individuals to regain secur-
ity and control in their homes.*® Telephone companies marketed
the small device, priced at between sixty and one hundred dol-
lars,* as the key to identifying and preventing harassing and ob-

38 SeeJames A Albert, The Constitutionality of Requiring Telephome Companies to Protect Their
Subscribers From Telemarketing Calls, 33 Santa Crara L. Rev. 51, 55 (1993). In March of
1993, the Federal Bureau of Investigations ended an undercover telemarketing investiga-
tion with indictments against 50 individuals and 7 telemarketing companies in California,
and an additional 150 indictments elsewhere. Wayne, supra note 31, at 28.

39 Ser Albert, supra note 38, at 54
40 Wayne, supra note 31, at 28. One notable scheme of the 1980s involved  consumers
who paid more than $500 million for fake Dali prinis sold by telephone. In another in-
stance, telemarketers in Florida swindled more than $75 million by telephone after offer-
ing to sell bars of gold. Actually, consumers received painted gold blocks of wood that
were stored in a Florida vault. Another scheme, in which a Pennsylvania wornan lost more
than $100,000, involved telemarketers who informed victims thac they had won a sweep-
stakes. The scam ariists, however, required a purchase of ¢ostly merchandise in order 1o
claim the prize. After the companies received people’s money, they sent useless merchan-
dise before disappearing. Id.
41 Kertz & Burneite, supra note 10, at 1029.
42 See generally Glenn C. Smith, We've Got Your Number! (Is It Constitutional to Give It Owt!)
Caller Identification Technology and the Right to Informational Privacy, 37 UCLA L. Rev. 145
(1989). In the Mauer of Rules and Policies Regarding Calling Number Identification Ser-
vice—Caller ID, 9 F.C.C.R. 1764 (1994).
43 Ser Smnith, supra note 42, ac 70.
44 Rules and Policies Regarding Calling Number Identification Service, 6 F.C.C.R. 673
1 2 (1992). Telephone companies also charge Caller ID subscribers a monthly fee.
NYNEX currently charges $6.50 per month., Wald, Caller ID Reaches Out a Bit Too Far, sup™@
note 15, at B1. In most states, Caller ID costs between $3.50 and $10.00 per line per month

Phon
databa
makir?{
graphi
Caller

for businl
ony, Feb
45 Sr_e«‘
230 (199'.‘
Ct 1990}
Caller 1D,
+ 46 Doy
million ti
puters m

, arealert !
1. “Someoty

hone i
en Messt

ed. Mitchell {

70, 1 10.]
¥ 47 Ma



07

le-
24l
lu-
F

na-
ely
m.-

ed
ber-
bne
ind

1to

€

!md
Ffor

has

and
as a
cur-

ted

ldol-

ob-

o
i
rc

Their
h-of

festiga-

fornia,

umers
her in-
r offer-

hd

that

t more
sweep-
rder to
Erchan-

It Out?)
lEv. 145
on Ser-

L.R. 675
hly
y suprra

r month

fee.

1996] CALLER ID PRIVACY 415

scene telephone calls and facilitating emergency response services
by making callers immediately identifiable. '

Advocates argue that Caller ID will reduce the number of false
alarms, fake bomb threats to schools, and other harassing and life-
threatening prank telephone calls.** Additionally, the business
community provides strong support for the service. For example,
Caller ID allows a pizzeria to ensure that the telephone orders it
receives are genuine.*® A bank could allow customers to conduct
more telephone transactions after entering a password, since
Caller ID gives the bank greater assurance of customers’
identities.*”

Yet, Caller ID was a fertile source of controversy and discon-
tent even before its market introduction. Battered women'’s shel-
ters across the country vehemently argued that the service would
endanger abused women who decide to call their husbands from
the shelter.*® Additionally, professionals who maintain client con-
tact from their homes at odd hours, such as psychiatrists, justifiably
feared that Caller ID would put.their lives at risk.

A. The Business Communily’s Best Friend

In addition to these legitimate safety concerns, privacy is a
concern when consumers use the telephone to contact businesses.
Phone numbers increasingly are the key to crossreferencing
databases of information about consumers, creating “a trend that is
making our phone numbers the single most desirable bit of demo-
graphic data that corporate America can gather on us.”*® With
Caller ID, businesses can greet repeat telephone callers by name

for businesses. Richard Grigonis, Caller ID) = Much Better Customer Service, CoMPUTER TELEPH-
ony, Feb. 1995, at 56.

45 Steven P. Oates, Caller ID: Privacy Protector or Privacy Invader?, 1992 U, ILL. L. Rev, 219,
230 (1992); see Barasch v. Pennsylvania Pub. Util. Comm'n, 576 A.2d 79, 88 (Pa. Commw.
Ct. 1990), aff ‘4, 529 Pa. 523 (Pa. Super. Ct. 1992); ser also Consumers Win One; Court Judges
Caller ID as User-Friendly, supra note 8

%6 Domino's Pizza, Inc. franchises (“Domino’s”) use the service to verify more than 200
million telephone calls daily. After reading customers’ phone numbers, Domino’s com-
puters make orders more efficient by automatically retrieving the addresses. Employees
are alert to callers who give different telephone numbers than those revealed by Caller ID.
Someone who is going to rob our pizza delivery driver is not going to give us a good
Fhone number, said Don Gonos, national telecommunications manager of Domino’s.” El-
en Messmner, FCC Gets Earful on Caller ID, NETwork WORLD, May 28, 1994, at 1; ses Ross E.
%m'[hilfl) & Judith Wagner, Dynamic Negotiation in the Privacy Wars, TecH. Rev., Nov,, 1994, at
19;: Ma(tglew L. Wald, Federal Caller-ID Rule Sparks Privacy Debate, N.Y, Timrs, Oct. 13,

’ at -
m;:‘ See Bgmsch, 576 A.2d at 88; Consumers Win One; Court Judges Caller ID as User-Friendly,
@ note 9.

15 Carla Lazzareschi, Phone Firms Had High Hopes for New Services, Bui One That Discloses a

Caller's Number is Pushing a Hot Bution With Caller ID, LA. Times, July 15, 1992, at 1.
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and use their telephone numbers to automatically retrieve a list of
their purchasing habits.®® Then, using a personal computer, 3
business can' obtain a caller’s name, address, record of previous
calls to the business, and other useful information gathered from
cross-referencing various databases.® Marketers combine demo-
graphic data gathered from credit card records to develop an accu-
rate profile of a consumer’s purchasing habits.5?

‘Caller ID pits two types of individual privacy interests against
each other. The privacy of callers is weighed against the privacy of
the call recipients and presents a unique balancing test.>® With re-
spect to the commercial information industry, companies depend
on the service to know their customers. They argue that the ability
to display a customer’s record even before answering the phone
enables them to serve their customers better by reducing the
amount of information requested from that customer. At the same
time, however, marketing representatives may scan the customer
profiles to target the unsuspecting consumer with an individually
crafted sales pitch.* Therefore, aithough Caller ID may make
companies more efficient, it threatens individual privacy by adding
new information about consumer preferences inte companies’
profiles every time consumers call.

Just because an individual calls an adult products store to
make a routine inquiry about business hours does not mean that
the caller wants his or her name and number on an aduit film mar-
keter’s or Penthouse’s solicitation list of libidinous consumers.>®
Marketers may sell such compelling information to others willing
to pay the fee.®® Thus, the individual’s “sullen, private desires have
become an open book, one that marketers are desperate to read

50 ANNE W. Branscoms, WHO Owns INFORMATION? FrRoM Privacy T PusLic AGcess 43
(1994).

51 Seecof, supranote 9, at 795.

52 M,

53 Qates, supra note 45, at 229,

%4 Congress has expressely noted that “[u]nrestricted telemarketing . . . can be an intru-
sive invasion of privacy . . . ." Telephone Consumer Protection Act of 1991, Pub, L. No. *

102-243, 105 Sar. 2394, ¥ 2 (codified as amended in 47.U.S.C. § 227 (1994)).

55 See generally Wald, Caller ID Reaches Out a Bit Too Far, supra note 15, at C2. Senator
Herbert Kohl, Democrat of Wisconsin, siated that “[s]enators and other public officials
should be able to call The Washington Post, whose reporters have caller ID on all their
phones, without revealing their home phone numbers and addresses. And consumers
should be able to cail a business and ask for information without being compelled to iden-
tify themselves.” Congress Likely to Impose Uniform Caller ID Blocking Ruls, TELEPHONE WK,
Feb. 8, 1993,

56 Sez Reply to itions at 4, Rules and Policies Regarding Calling Number Identification
Sevvice—Caller ID, Docket No. 81-281 (1994) (stating that a “single phone call will have
published the formerly confidential unlisted phone number in widely available lists. A
number that was secret one day will be available the next for a small fee to every detective
agency or telemarketer on the information super-highway.”).

i o
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and digest so that they can cash in on [the individual’s] propensi-
ties.”” Worse, information of the individual’s interest in adult
roducts may become a part of his or her permanent profile, acces-
sible to potential employers or landlords.

B. Blocking Measures

Before the FCC mandated interstate Caller ID, the service ex-
isted in almost every state,* solely for intrastate calls.*® States ac-
tively regulated the service within their boundaries, weighing the
benefits of Caller ID against the privacy interests of the caller. The
available blocking options demonstrate various states’ awareness of
the privacy needs of the calling party.% Shortly before the FCC
ruling, some form of a service that blocks Caller ID from revealing
the originating number was available in over forty states.®’

Perline blocking is perhaps the strongest weapon against
Caller ID.*? Tt allows individuals to bar disclosure of all calls
originating from a particular subscriber’s line.® An individual
wishing to deactivate the block to reveal their telephone numbers
to the called party can dial an unblocking prefix before dialing the
telephone number.®* Some of the individuals relying upon per-

57 ROTHFEDER, supra note 26, at 16.

58 See Wald, Caller I Reaches Out a Bit Too Far, supra note 15, at C2.

59 Interstate Caller 1D depends upon interconnection of the local exchange carriers’
587 networks with interexchange carriers’ 887 network, in order to allow the transmission
of the caller’s number from the originating to the terminating end of the call. Even after
the FCC's ruling, interconnection did not occur immediately, Therefore, for many
months nationwide, Caller ID was unavailable in any state. 6 FC.CR. at 6752 1 4. Fora
discussion of the continued unavailability of interstate Caller ID, see infra notes 80-82 and
accompanying text.

60 NARUC Communications Committee Vice Chairman Tells Congress to Consider Setting Na-
tional Standard on Caller ID Services and Blocking, RBOC UrpatE, Aug. 1993,

61 ‘Wald, Caller ID Reaches Out a Bit Too Far, supra note 15, at C2 (stating that as of
October 1994, some form of the blocking service is available in forty one states); States
Prepare to Battle With FCC on Interstate Caller ID Rules, 13 F.C.C.R. 12 (1994) (stating that as of
June 1994, at least 43 states offered per-line blocking at least for some callers).

62 Even per-line blocking, however, will not necessarily protect individuals’ privacy in-
terests adequately. Recently, a scandal erupted when a telephone company error at
NYNEX deprived up to 30,000 customers of promised privacy protection. Wald, Caller ID
Reaches Out a Bit Too Far, .suglmz note 15, at B1. In what privacy protection experts referred
10 as the only “lapse on such a large scale anywhere,” for about a year, NYNEX transmitted
10 the called parties. the numbers of as many as 30,000 customers who thought they had
acuvated per-call blocking or per-line blocking, Id. NYNEX provided no explanaion for
the failure and offered telephone numbers free to the people it failed to protect. Id.

1 ;1: ll;;lc;s and Policies Regarding Calling Number Identification Service, 6 F.C.C.R. 6752

1.

64 Typically, the unblocking code required is *67. Mitchell & Wagner, supra note 46, at
0. This is problematic when the same code is required to utilize the per<call blocking
f}mcgion, The command has different functions on different telephones, r:eading to confu-
§1on In various circumstances. See Wald, Federal Caller-ID Sparks Privacy Debate, supra note 47,
at C2. For a discussion of the confusion that the blocking and unblocking codes cause, see
infra notes 13288 and accompanying text.
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line blocking include teachers at home who wish to call students,
doctors who must call patients from their homes, and undercover
police officers working from home to monitor suspects. For exam-
ple, an investigator for the New York State Consumer Protection
Board relies upon perline blocking when she uses her home
phone in investigations.®® Additionally, an Albany man working as
a skip ftracer, tracking people that have jumped bond, requested
per-line blocking in order to effectively perform his job. Many
states, including New York, allowed per-line blocking after conclud-
ing that per-call blocking was too burdensome for many such indi-
viduals.®® Results from the National Association of State Utlity
Consumer Advocates (“NASUCA™), compiled shortly before the
FCC ruling, show that twenty-nine states offer perline blocking
either for fre;e or for a charge, while fourteen states make per-line
blocking available only to special groups that can demonstrate a
compelling need for privacy.%’

The second blocking option is per-call blocking, which is avail-
able in most states.’® Telephone users wishing to conceal their
identities must dial *67 before every call. If they forget to enter
this special code when dialing a Caller ID subscriber (not an unu-
sual occurrence}, they inadvertently forfeit their anonymity. Per-
line blocking better protects callers’ privacy interests, because it au-
tomaticaily blocks calls by default. The worst that can happen with
per-line blocking is that the number of a caller who forgets to enter
the unblocking code will be blocked. With per-call blocking, how-
ever, a caller who forgets to activate call blocking would mistakenly
sacrifice anonymity.

IiI. FCC Runmne

The FCC waited until seven years after the introduction of
Caller ID to regulate interstate Caller ID under the Communica-
tions Act of 1934, which grants the FCC authority to regulate “all
interstate and foreign communications by wire.”®® The Commis-
sion stated that “a consistent, nationwide interstate policy will con-
tribute to economic growth as businesses employ the new
technology for a number of uses . . . [including] pay-per-view televi-

65 Wald, Caller ID Reaches Out a Bit Too Far, supra note 15, at B1.

66 See id. a1 B4. :

67 States Prepare for Batile With FCC on Interstate Caller ID Rules, supra note 61; see 9
F.C.CR. 1770 1 40 (indicating that certain types of law enforcement personnel may have
greater privacy needs than others).

88 ‘Wald, Caller ID Reaches Out a Bit Too Far, supra note 15, at B4,

69 47 U.S.C. § 152(2) (1988); see Gen. Couns. Mem., 9 F.C.C.R. 1764, 1776 § Tv {1995).
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students,
idercover

sion, order/entry verification, voice messaging storage, customized
customer service,” and‘ emergency service dispatch.”™

‘or exam- Seeking to “[balance] the reasonable privacy expectations of
rotection " poth the calling and called parties and [remove] obstacles to the
er home development of calling party based services,””! the Commission
orking as prcempted state blocking rules by effectively banning perline
equested blocking.” Under the FCC ruling, interstate Caller ID service only
b. Many will allow blocking on a per-call basis. The order explicitly stated
conclud- that for intrastate calls states may not employ a blocking alternative
uch indi- to per-call blocking.”
te Utility The order does not expressly affect intrastate calls’ and still
fore the allows states to continue to offer per-line blocking for calls originat-
blocking ing and terminating interstate. In practice, however, compliance
> per-line with the per-call blocking mandate for interstate calls prevents a
nstrate a state from using per-line blocking.” Compliance with the ruling
requires that every state either comply with the federal model of
h is avail- per-call blocking or that carriers distinguish between interstate and
eal their intrastate calls.’® In a recent statement, however, the U.S. Tele-
to enter communications Association noted that “[i]t’s not technically pos-
l an unu- sible for today’s net switches to distinguish between originating
lity. Per- interstate and intrastate calls for purposes of applying different pri-
use it au- vacy blocking protocols . . . ." Thus, telephone companies are
ipen with unable to offer different blocking options for interstate and intra-
3 to enter state calls.” Furthermore, prohibitive costs may prevent carriers
ing, how.- from implementing the technology if it becomes available.” Citi-
istakenly zens in states with blocking features that offer callers more privacy,
such as per-line blocking, may lose such privacy rights under the
FCC mandate.
. 70 Caller ID to be Available Nationwide: FCC Adopts Federal Policies for Regulation, 1994 FCC
iction of LEXIS 995 (Mar. 8, 1994).
amunica- 7 1.
ulate g‘all 72 States Prepare for Battle With FCC on Interstate Caller ID Rules, supra note 61; see Update
; On Interstate Caller ID: Maybe the Issue is Settled, Maybe It's Not, ADVANGED INTELLIGENT NET-
Commis- woRk News, Aug. 10, 1994,
will con- 78 9 F.C.C.R, at 1775-76 1 69.
: 74 LECs and IXGs Clash Over Interstate Caller ID Order, ADVANCED INTELLIGENT NETWORK
the new Nzws, Sept. 7, 1994,
ew televi- 75 See Messmer, supra note 46 (noting that state regulators warned that the FCC ruling
F has E‘rovoked a constitutional crisis); Update on Interstate Caller ID: Maybe the Issue is Seltled,
Maybe It's Not, supranote 72; Victor ]. Toth, Telephone Privacy—How to Invade it; Caller Identi-
JSication and Automatic Number Identification, Bus. Comm. REv., Apr. 1994, § 1, at 70; States
: Prepare for Battle With FCC on Interstate Caller ID Rules, supra note 61; LECs and IXCs Clash
e 61; see 9 Over Interstate Caller ID Order, supra note 74.
78 States Prepare for Battle With FCC on Interstate Caller ID Rules, supra note 61.

el may have
, 77 Messmer, supra note 46, at 1.
78 See LECs and IXCs Clash Over Interstate Caller ID Order, supra note 74.

3 IV (1998). 9 I
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The FCC extended the deadline for compliance with the rul.
ing from April 12, 1995, to December 1, 1995, after receiving a
deluge of petitions for reconsideration of the ruling.®® Although
some carriers met the deadline for implementing interstate Caller
ID, others cited technical problems and privacy concerns in sup-
port of their petitions to stay the order.®' Faced with such opposi-
tion, the FCC again granted an extension to disgruntled
petitioners until May 31, 1996.32

A.  Reasons for the FCC Ruling

After stating that per-line blocking “should not be so burden-
some to the service that it destroys its value and . . . fails to take into
account the privacy needs of the called party” to identify a caller
before answering a call, the FCC failed’to adequately consider the
privacy needs of callers.®® The ruling states that:

[i]n the [Notice of Proposed Rulemaking], we tentatively con-
cluded that per line blocking unduly burdens calling party
number based services overall by failing to limit its applicability
to those calls for which privacy is of concern to the caller. The
Commission noted that even in the case of law enforcement per-
sonnel, there may be a need to maintain calling number privacy
on some calls, but that the same number may be used to tele-
phone other law enforcement personnel, victims of crimes, co-
operative witnesses, and family or friends. The Commission
asserted that in these types of calls, calling number privacy is not
needed and calling number identification can actually be a valu-
able piece of information for both the caller and called parties
... . We find that the availability of per call unblocking does not
cure the ill effects of per line blocking. Moreover, in an emer-

80 Rules and Folicies Regarding Calling Number Jdentification Service—Cailer ID, 1995 FCC
LEXIS 1864 (Mar. 17, 1995); A Patchwork of Rules and Regs Tempers Many ‘95 Telco Plans (Part
II), Terco Bus. Rer., Dec, 18, 1995; ses States Prepare for Battle With FCC on Interstate Caller ID
Rules, supra note 61, .

81 Interstate Caller ID Pack Limps Across Finish Line, But Sume Siragglers Remain, WAsH.
Terecom NEws, Dec. 18, 1995 (stating that whether information about interstate callers
was transmitied depended on from where the call originated and the carrier). Although
some carriers provided interstate Caller ID service by the December 1 deadline, not all
carriers abolished per-line blocking in compliance with the deadline. See Raymond Fazzi,
Caller ID Makes National Connection; Changes Won'l Increase Service Fess, AsBURY PARK PRESS,
Dec. 2, 1995, at C7; Stephen Keating, Caller ID Going National Today, With Safeguards, DENv.
Post, Dec. 1, 1995, at D2; John Kirkpatrick, Caller ID Now to Cover Long-Distance, DaLLAS
Mornmic News, Dec. 1, 1995, at 1A, But see Comm. Dany, Dec. 1, 1995, at 8 (stating that
the only blocking option nationwide is per-call blocking); BerL ATLANTIC, SEE THE PHONE
NUMBERS OF YOUR INCOMING CarLs—MADE FroM ANywHERE v THE USA! (1996} (on file
with the Cardozo Arts & Entertainment Law Journal). .

82 Id; see FCC Permits Caller ID Delay, STATE TELEPHONE REC. Rep. (Telecom Publishing
Group, Foster City, CA), Dec. 14, 1995,

B3 9 F.C.C.R. ar 1764 1 46.
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gency, 2 caller is not likely to remember to dial or even to know
to dial an unblocking code. For the foregoing reasons, we find
* that a federal per line blocking requirement for interstate [call-
ing party number] based services, including caller ID, is not the
best policy choice of those available to recognize the privacy in-
terests of callers.®*

Additionally, the FCC states that “[a]s a matter of simplicity and
uniformity, per call blocking allows callers to travel from phone to
phone and make an informed privacy decision. Perline blocking
may create caller confusion when a caller uses a phone and is un-
certain whether it is equipped with perline blocking.”®® Essen-
tially, the Commission’s reasoning is that “perline blocking is a
bad idea because subscribers are [not smart enough] to unblock
calls when they want to unblock them, although [they are smart
enough] to block calls when they want to block them.”® It appears
that the Commission’s true motivating factor in establishing Caller
ID with minimal privacy protection is that the service “promises
important efficiency and productivity gains for our economy.”’
While interstate consistency and a thriving economy are laudable
goals, they do not justify neglecting individuals’ privacy and safety
interests.

B. Problems with the FCC Ruling

Not surprisingly, the FCC ruling provoked immediate, angry
responses from fourteen states, NASUCA, the Hawaii Office of
Consumer Protection, and the National Administration of Con-
sumer Agency Administrators.®® In summarily concluding that “au-
tomatic per call blocking best addresses the privacy needs of both
the calling and called parties,”® the FCC in its ruling “[reopened]
issues of safety and privacy settled long ago by individual states.”®
State residents who currently subscribe to per-line blocking have
come to expect and rely upon this level of privacy protection.®!

84 Id ar 1771 ¥ 43.

85 Jd. at 177172  47.

86 John R. Levine, FCC Order On Interstate Caller ID, TELECOM. Dic., May 11, 1994, avail-

able on Internet.

87 See 9 F.C.C.R. at 1772 1 48; Ramirez, supra note 12, at 1.

88 States Prepare for Batile With FCC on Interstate Caller ID Rules, supra note 61.

89 See 9 F.C.CR at 1771 1 46.

90 States Open Major Offensive to Reverse FCC on Pér-Line Blocking, STaTE TELEPHONE Reg,

REQ"- (Telecom Publishing Group, Foster City, CA), June 2, 1994. '

! Responding to the FCC’s preemption of state regulatory authority, John Rushing, a

senior system engineer from Westmont, Illinois, stated: “My level of concern is always

heightened whenever a federal agency usurps or limits the rights of states to self govern-

;Telgm -+« . [S]tates should be able to regulate themselves without interference from the
eral government.” Cyberspeak: Voices from the Reader Network; Do You Have Any Privacy
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States that do not yet offer per-line blocking may wish to do so in
the future, and the FCC ruling precludes residents of these states
from ever having the opportunity to enjoy heightened privacy pro-
tection. Indeed, Ric Loll, president of TechnoMage Consultants in
Illinois, states:

I object to the FCC action. I have serious concerns about caller
ID and have gone to some lengths to make sure my phone
number gets limited distribution. . . . Per-line blocking (which is
not yet available in my area) would be an excellent option. I
don’t want my phone number to get wide distribution, I get 100
many “cold-contact” business calls already. I can barely stand
having a bell in my house, which anyone in the world can ring
.« .. I prefer not to give the world the number at the same
time!*?

The Commission acknowledges that women who call their
husbands from domestic violence shelters require the confidential-
ity of shelters’ numbers as a life-preserving measure.® Specifically,
many domestic violence victims stay at homes of friends or family.
Caller ID threatens the victims’ safety because it allows the abusers
to locate the victims.** Adetoun Onabanjo, the director of the
Brooklyn Center for Elimination of Violence in the Family, advises
all women who move out of the shelter to use a blocking service.®
Since abused women often must contact their estranged partners,
blocking Caller ID will help prevent the violence from escalating.*

The FCC ruling recognizes that law enforcement personnel
frequently require anonymity to effectively perform their jobs.*”
The Commission also mentions that inadequate blocking services
may thwart attempts to keep unlisted numbers confidential, as well
as the numbers of professionals who work from their homes.®® In-
deed, the Commission actually agrees that “certain uses of cap-
tured calling numbers need to be controlled.” Nonetheless, the
FCC failed to give these and other compelling concerns the consid-

Concerns as a Result of an FCC Ruling on Caller ID that Preempis State Regulatory Authority and
Bag; Perline Call Blocking?, NeTwork WorLD, May 30, 1894, at 7,
Id.

85 9 F.C.CGR at 1769 1 31.

94 Reply to Oppositions, supra note 56

95 Wald, Caller ID Reaches Out a Bit Too Far, supra note 15, at B4, According to Ms.
Onabanjo, the abuse does not cease after a women leaves her husband. J4. Call blocking
will help minimize confrontations. See id.

96 Id, A woman who shares custody of her children is one example of a victim of do-
mestic violence who might cali her abusive husband or boyfriend.

27 9 F.C.CR. a1 1771 § 45.

98 JId.

98 Id.
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eration they deserve. Instead, “it reached deep within the bowels
of the organization and pulled out an order that seems to serve no
purpose other than to take people by surprise.”**

" The Commission summarily concludes that per-line blocking
is “so burdensome to the service that it destroys its value and thus
fails to take into account the {actual] privacy needs of the called
party,” since some calls may inadvertently be blocked when the
caller has no privacy concerns.’®® The FCC’s record reflects little
analysis and ignores that each state has had seven years to consider
specific privacy concerns of its residents and select the blockmg
option which best balances the interests of callers and recipients.
The Commission assumes that telephone subscribers can train all
of their children and houseguests to dial *67 before every call.’*?
Additionally, it nonsensically dismisses the privacy interests of indi-
viduals with unlisted numbers by noting that the only people who
may capture an unlisted number are those that the caller has de-
cided to call without call blocking.’®® This argument misses two
points: that a caller may inadvertently forget to activate per-all
blocking, and that the captured number may subsequently be sold
to telemarketers. The boom in the information and telemarketing
industries resulting from Caller ID should remind the Commission
that the recipient marketer in turn is likely to sell the caller’s
number along with personal identifying information to other
marketers.'%*

Per-call blocking is not a sufficient answer for various groups
and individuals whose function, existence, or well-being depend
upon the ability to withhold'their telephone numbers from call re-
cipients. Per-call blocking’s effectiveness depends upon the as-
sumption that all callers will be educated about how-to invoke
privacy protections different from those to which they have already
become accustomed. Also, telephone subscribers and all other tel-
ephone users must remember how and know when to dial the code
before each of the numerous calls for which the caller expects
anonymity.

'The FCC attempts to placate opponents of the uniform per-
call blocking rule by expounding the benefits of equipment that
automatically inserts the blocking code for each outgoing call on a

100 Toth, supra note 75, at 70.

01 9 F.C.CR at 1771 1 46.

192 Carl Page, FCC Antacks, Privacy Forum Dic., May 6, 1994, auailable on Internet.
103 9 F.C.CR. at 1771 1 48.

104 See Seecof, supra note 9, at 7983,
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pparticular line, in effect creating perline blocking.'”® The Com.
mission simply states that those “individuals wishing to install these
devices and thereby screen all originating interstate calls may elect
to do s0.”'° Furthermore, the Commission reasons that since
those who want a perline blocking-type of service will have to
purchase the devices, people will more sericusly contemplate
whether they truly need per-line blocking.'”” Yet, the “devices are
not reliable enough to be used to protect personal safety, and .
relying upon them is inherently discriminatory because of a deﬁcxt
of multilingual customer education and technical knowledge”1%
about such equipment. Furthermore, although the cost of fourty
dollars per unit seems to be insignificant to the bureaucrats,'’ it
would not be financially feasible for large organizations, such as a
notfor profit domestic violence shelter operating many phone
lines, to install the device. on each line. Low-income individuals
may be unable to purchase the device, thus becoming deprived of
a privacy right available to wealthier citizens.'!?

The variety of groups and individuals that require per-line
blocking defy categorization.!”’ Thus, the FCC correctly con-
cluded that per-line blocking available only to special-needs groups
is not an optimal alternative.'™ Such a program would require the
federal government and carriers to elevate certain privacy interests
over others. Additionally, offering perline blocking only to special
needs groups ignores the fact that individuals alsc have strong pri-
vacy interests in their telephone numbers, particularly in situations
regarding disclosure to marketers.''?

A valid-concern that the FCC.notes with making both per-line
and per-call blocking available is that carriers use the same code to
block calls on a per-call basis as that used to unblock calls on per-
line blocked phones.’'® A caller may inadvertendy disable the prt,

105 829 F.C.C.R. at 1772  48; Hide-and-seck with Caller ID Not Just Local Anymore and Now
There's a Way to Avoid Putting Privacy on the Line, Rec., Dec. 1, 1995, at Bl (stating that stores
are selling devices that simplify blocking and unblockmg, some of which are built into new
telephones).

106 74,

107 Reply to Oppositions, supra note 56.

108 Jd,

109 S 9 FC.CR at 1772 48 {stating that “[s]uch devices are available for as little as
$40.00 per unit” (emphasis added)).

110 Ser generally Reply to Oppositions, supra note 56, at 18.

111 g4,

112 8 9 F.C.C.R. a1 1770 1 40.

113 For a general discussion of individuals’ privacy and publicity rights in’ their tele-
phone numbers, see Seecef, supra note 9, at 802-09. '

114 g F.C.C.R. at 1771-72 1 47.
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e Com- vacy indicator on a line that is already blocked for all calls.!’® For

11 these example, a doctor calling patients from her home might dial *67
ay elect before each call in order to activate per-call blocking. Later, she
it since might dial *67 if calling a-patient from her friend’s home. How-
have to ever, if the friend’s line is perline blocked already, dialing *67

:mplate
ices are
and . ..

would inadvertently disable the blocking function and release the
friend’s number to the patient. Indeed, needless confusion may
result from use of the same code for both blocking and

1 deficit unblocking.

:dge”?%® Yet again, however, the Commission fails to consider viable so-
f fourty Jutions that would preserve the interests of all involved. Instead,
ats, ' it the FCC immediately outlaws per-line blocking and concludes that

ich as a

phone
ividuals
rived of

“[a]utomatic per call blocking is easily used on a ubiquitous inter-
state basis, and eliminates [such] customer confusion.”''® QOddly,
the simple solution of requiring a different code for blocking than
unblocking did not occur to the Commission.''? Indeed, a recent
pamphlet published by NYNEX and included in every customer’s

per-line phone bill, educated those customers about the new options of *67
lly con- for blocking and *82 for unblocking.''®

} groups Some opponents of perline blocking, such as the telephone
uire the

companies who sell the Caller ID service, fear that the use of per-
line blocking will decrease the utility of Caller ID and discourage
call recipients from using the service.''” For example, Edward
Young, vice president-federal regulatory and associate general
counsel for Bell Atlantic, has noted that deployment of Caller ID is
not as great in states that offer perline blocking.'** The evidence
from Nevada, however, reveals the opposite. Despite the availabil-
ity of absolute per-line blocking in the state, Nevada-had one of the

nterests
» special
ong- pri-
tuations

per-line
code to
on per-
the pri-

V15 Id.; see States Prepare for Batile With FCC on Interstate Caller ID Rules, supra note 61.
116 S 9 F.C.CR atl772 1 47 _
117 The only reason that the Commission adopted the *67 code for per-call blocking is
that they “not[ed] that the majority of jurisdictions using this method on a local basis are
using *67 ., , as the dialing digits .. ..” 9 F.C.C.R. at 1771 1 46, The Commission just as
¢asily could have selected a different code for perline blocking. The Commission em-
ployed the identical eode as a matter of convenience rather than necessity.
118 The pamphlet stated that
[n]ow there are two dialing codes to help you manage the display of your tele-
phone number when placing calls in areas where Nynex Call ID Service . . . [is)
available . . . . By dialing *67 before each call you make, you can always "block™
your number from appearing on a Call ID device . . . . By dialing *82 _(Per-Call
Display) before each call you make, you can always “unblock” your number (that
15, allow it to appear on a Call ID device).
NYNEX, Nynex Extral, Jan. 1995 (on file with the Cardozo Arts & Entertainment Law Journal).
'19 See Mary M. Adu & Gretchen Dumas, Privacy in Telscommunications—A California Per-
Spective, 15 Hastincs Comm. & Ent. LJ. 417, 438 (1998).
120 Markey Panel Accuses Caller ID Services of Privacy Invasion, ADVANCED INTELLIGENT NET-
WORK NEews, July 7, 1993.
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highest rates of Caller ID deployment in the country.’?! Addition-
ally, Peter Bradford, the chairman of New York’s Public Service
Commission, noted that it has not received any complaints about
the state’s per-line blocking option since its introduction two years
ago.'” In any case, even if perline blocking decreased the use of
Caller ID, such a trend might simply evidence the overwhelming
number of individuals and organizations who depend upon and
expect privacy protection from Caller ID.

The FCC’s focus on commerce and economic development!?
to the exclusion of individual privacy interests is misguided.'** The
Commission, dazzled by the possibility that the “passage of the call-
ing party number can promote technological innovation and new
applications that will foster economic efficiency and provide new
employment, manufacturing and investment opportunities,”'?* au-
tomatically places the countries’ economic advancement before in-
dividuals’ fundamental interests.

IV. A ProPOSAL TO PRESERVE THE PRIVACY INTERESTS OF CALLERS

According to the National Association of Consumer Agency
Administrators, the FCC’s elimination of perline blocking “com-
pels an unnecessary invasion for millions of telephone users™'*® by
failing to adequately consider public safety interests and privacy
needs. Requiring a minimum standard of free per-call blocking, but
allowing states to individually offer greater privacy protection like
per-line blocking, more fairly balances the intetests of both callers
and recipients. Additionally, such a measure accounts for the
probability that “it would be reactionary to withdraw features such
as line blocking that have already been instituted to provide public
safety and privacy.”'?” Although the Commission claims that it
minimized public confusion by instituting a policy of only per-call
blocking, “the FCC is the one creating confusion by attempting to
propose a single national caller ID blocking standard on the states

121 Adu & Dumas, supra note 119, at 439, o

122 States Prepare for Battle With FCC on Interstate Caller ID Rules, supra note 61,

123 The market for Caller ID in the United States is thriving. Forecasters expect the
United States market for the systems “to exceeded [sic] $175 million by 1995, compared
with $50 million in 1998, according to Montgomery Sécurities.” Brian Finnerty, Cideo Ine.
INVESTOR'S Bus. DAILY, Sept. 2, 1994, at A4. The sales of Cideo, the leading provider of
Caller ID devices, reported an increase of 123% in net income in 1993, after losing money
the frevious year. Id. )

124 See Wald, Caller ID Reaches Out a Bit Too Far, supra note 15, at B1.

125 ¢ F.C.C.R.at 1766 1 8. P )

126 Messmer, supra note 46, at 1 (quoting a statement made by the National Associatiol
of Consumer Agency Administrators); see States Prepare for Battle With FCC on Interstate Caller
ID Rudles, supra note 61.

127 Reply to Oppositions, supra note 56, at 1.
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after years of federal’inaction.”!®

One of the FCC’s few valid criticisms of per-line blocking is
that in an emergency, a caller is unlikely to remember to dial the
*67 unblocking code.'”® The inability to immediately identify
those who require emergency services certainly can threaten public
health and safety. ‘Once again, however, the Commission failed to
consider solutions and instead robotically concluded that they
must ban per-line blocking. A simple solution would be to disable
call blocking to certain emergency services. The FCC is aware of
this answer, as évidenced by their decision to disable all call block-
ing on calls to a public agency’s emergency line, a poison control
line, or in conjunction with 911 emergency services.'*® By similarly
deactivating call blocking on calls to services such as police stations
and hospital emergency lines, as well as poison control lines not
belonging to public agencies, the FCC would eradicate any prob-
lem presented by the blocking of emergency telephone calls,'®!
Emergency services that justify disabling call blocking on in-
coming calls are those services that people would call in life-threat-
ening situations when they require immediate help. In such
exigent circumstances, it is imperative that the emergency service
identifies the ill or frantic caller as quickly as possible. Given this
definition, it will not be overwhelmingly difficult to accurately class-
ify most emergency services.

As the FCC acknowledged, potential confusion exists in states
where the code *67 both unblocks perline blocking and activates
per<all' block.'® Allowing state blocking and unblocking mecha-
nisms in the call’s originating end to control the information trans:
mitted to the terminating end will mitigate the problem, since
individual subscribers will know which blocking option is on their
lines. Unfortunately, inadvertent unblocking of calls on per-line
blocked lines may still occur. For example, the victim of domestic
violence who flees to the homes of various friends and family may
not know whether each home has per-line or per-call blocking. A

128 States Prepare for Battle With FCC on Interstate Caller ID Rules, supra note 61.

129 9 R.C.CR. at 1771-72 1. 47.

130 I4. at 1770 g 87.

‘_31 Such a proposal is administratively feasible, even though questions may occasionally
anse regarding certain entities’ emergency service status. For example, it is unclear if a
battered women's hodine is an emergency service that justifies disabling call blocking for
Incoming calls. Additionally, some argue that disabling call blocking mechanisms for calls
1o suicide prevention hotlines may discourage potential suicide victims from calling for
help. See Herbert Buchsbaum, No Secrets in Cyberspace? Computers and Privacy Rights, ScHo-
LASTIC UppaTE, Sept. 2, 1994, at 11.

o S F.C.CR at 1771 { 47; see LECs and IXCs Clash Over Interstate Calle ID Order, supra
€ .
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different prefix for unblocking calls than for blocking would elimi.
nate the confusion that the universal -toggling code creates.!s
These two codes must be consistent throughout the country.

When an individual wishes to block a call and is unaware of
which blocking option to use, the carrier should provide guidance,
For example, if the person dials *67 on a line which is already per-
line blocked, a recorded message should instruct the caller that the
subscriber has per-line blocking and no code is necessary to block
the call. On the other hand, if the caller dials the unblocking code
instead of *67 on a per-call blocking line, the message should simi-
larly convey that the individual must dial *67 to block a call. This
system allows individuals using other people’s phones to protect
the phone owner’s privacy and safety with minimal effort.

A. Consumer Education

The FCC agrees that “no segment of the calling public can
adequately control dissemination of the calling number under any
regulatory structure if they are unaware that their calling number
is being identified.”'** Consumer education regarding implement-
ing available privacy options will help prevent inadvertent forfei-
ture of individuals’ rights. Carriers should be responsible for
educating consumers about invoking the various blocking mecha-
nisms. To make fully informed decisions regarding their privacy
interests, however, it is critical that cistomers also understand how
information from their telephone calls can become part of a com-
puter profile of each individual, created by combining databases of
personal information. Significantly, therefore, carriers must edu-
cate consumers that marketers may use Caller ID information in
order to compile lists of potential customers. Furthermore, the
carriers should advise their customers that companies may sell
these lists to telemarketers.!*®

The fact that Caller ID can be used against a telephone cus-
tomer demands that carriers provide clear and conspicuous disclo-
sure pamphlets with telephone bills, Customer education,
however, should not be limited to these types of mailings or the
fine print contained in the subscriber’s initial contract. Callers’
compelling privacy and safety interests require that carriers also
utilize more pervasive forms of advertising, such as television com-
mercials and magazine advertisements, Additionally, such adver-

133 For example; the code for blocking can be *67, while the unjversal code for unblock-
ing can be *82, See NYNEX, supra note 118,

124 9 F.C.C.R. ar 1774 1 59 (citation omitred).

185 See Buchshaum, supra note 131, ac 11,
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tisements must be available in other languages, so that the non-
English speaking population can adequately assess its privacy
interests.'®

The Local Exchange Companies (“LECs”) should be responsi-
ple for paying for consumer education, since the LECs are the ones
who profit from providing Caller ID.**” If the advertising expenses
prove unduly burdensome for the LECs, the compelling privacy
and safety concerns of Americans justify a government subsidy.

B. Per-Call Blocking as a Minimum Standard

Over time, public debate about Caller ID and federal silence
regarding the privacy and safety issues posed encouraged states to
regulate the service.'®® Before the FCC preempts the states’ careful
considerations regarding the service, the Commission should more
fully investigate the details of each state’s belabored decision. Sig-
nificantly, most states initially adopted proposals much like the
FCC'’s current order, but determined that greater public safety and
privacy protections were necessary.'® “The FCC [did not con-
sider] a new situation, it [merely reconsidered] an issue that has
been more carefully considered before.”*® Surely, each state’s pains-
taking consideration of its own citizens’ unique privacy interests
and organizations’ safety interests requires deference.

The FCC, however, should not defer to those states that offer
no blocking option. Requiring these states to offer a minimum pri-
vacy protection standard of per-call blocking is a legitimate imposi-
tion. Approving Caller ID with no blocking mechanism could only
be justifiable if it is found that the calling parties’ interests are sub-
stantially negated or nonexistent. Nothing, however, indicates that
the recipient’s interest in thwarting prank or obscene phone calls
and facilitating customer service is so strong that it negates the
caller’s interests. Indeed, the immediate opposition to the FCC’s
ruling from various organizations and entities across the country

136 Bui ¢f. Oates, supranote 45, at 241 (arguing that to render Caller ID constitutional,
;heﬁtele)phone company need only take reasonable steps to notify customers of-blocking
ptions).
.37 The FCC order requires long distance carriers to pass calling party number informa-
ton to the terminating LECs for free. LECs and IXCs Clash Over Interstate Caller ID Order,
supranote 74, The ruling has been a source of bitter debate for the long distance carriers,
who argue that the order violates the Fifth Amendment by depriving them of the ability to
Cf:grge for services provided. 'Id.
132 Sez Reply to Oppositions, supra note 56.
{d. at 5. “The main difference between the FCC’s deliberations and the states [sic] is
thaf the FCC has so far not had the benefit of real information from real customers about
1‘;‘; real personal safety issues.” Id.
Id. (emphasis added).
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establish that calling parties have at least some privacy interests.
Thetefore, the existence of privacy and safety interests of callers
requires at least a minimum standard of call blocking.

V. Tue FCC’s PREEMPTION OF STATE Law
A.  Congress’s Power to Preempt State Law

The Supremacy Clause of the United States Constitution es-
tablishes the supremacy of federal laws over those of the states.™
Under traditional federal preemption doctrine, federal law
preempts state law in several instances.'* State law must yield if
Congress either explicitly or implicitly intends to occupy a field.*
In this circumstance, federal law is so pervasive that it leaves no
room for states to supplement, régardless of any clash or agree-
ment with the federal statute.'** Federal preemption also occurs if
a state regulation makes it impossible to comply with both a state
and federal law, or when state law inhibits the fuill purposes and
objectives of Congress.'*® Finally, the federal interest in the field
may be so dominant that courts will presume that federal regula-
tion precludes enforcement of state laws in the same field.*®

The Supreme Court expressly has recognized that regulations
promulgated by a federal agency, acting within the scope of its con-
gressionally mandated authority, have the full force of federal
law.'” Thus, regulations of an agency, such as the FCC, can dis-
place state laws in.the same way as do congressional enactments.’*®

141 {J.S. ConsT. art. VI, § 2. ]

142 Rijce v. Santa Fe Elevator Corp., 331 U.S. 218, 230 (1946); see Mary Ann K. Bosack,
Note, Cigarette Act Preemption—Refining the Analysis, 66 NY.U, L. Rev. 756, 766 (1963).

143 Silkwood v. Kesr McGee Corp., 464 U.S. 238, 248 (1984); Rice, 331 U.S, at 230; Hines
v. Davidowitz, 312 U.S, 52, 66 (1940); Daryi R. Hague, Note, New Federalism and “Occupation
of the Field™: Failing to Maintain State Constitutional Protections Within a Preemption Framework,
64 Wasu. L. Rev. 721, 722 (1989); see Louisiana Pub. Serv. Cormm'n v. FCG, 476 U.S. 355
{1986}

144 Rics, 331 U.S. at 230; Hague, supra note 143, at 722.

145 Louisiana, 476 U.5. at 368; Silkwood, 464 U.S. at 248; Rice, 331 U.S. at 230 {stating that
preemption occurs if “the state policy [produces] a result inconsistent with the objective of
the federal statute™),

146 Rice, 331 U.S. at 230,

147 Louisiana; 467 U.S. at 369 (stating that “{p]re-em'ﬁtion may result not only from ac-
tion taken by Congress itself: a federal agency acting within the scope of its congressionally
delegated authority may pre-empt state regulation”) {citations omitted).

148 4. Hague, supra note 143, at 722-23. Some refer to executive agencies as a fourth
branch of government that is hot directly affected by the electorate. Sé Federal Trade
Comm'n v. Ruberoid Co., 343 U.S. 470, 487 (1952) (Jackson, ]., dissenting) (noting that
the most important modern trend is the creation of government agencies, the fourth
branch of government).
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arests.

o B. The Validity of Agency Rules that Preempt State Law
:allers

Federal agencies may, without express congressional approval,
issue regulations that preempt state laws.’*® When a state contests
an agency's preemption of state law, however, the pivotal consider-
ation in reviewing a regulation is congressional intent.'*® In Chev-
ron United States, Inc. v. Natural Resources Defense Council, Inc.,'®' the
United States Supreme Court established a two-part test focusing

on es- on whether “Congress has . . . directly spoken to the precise ques-

tes. 1t tion at issue . .. ."1%2
1 law In the first prong of the test, the reviewing court searches for
ield if express Congressional intent.'® If Congress unambiguously has

eld.!*®
7es No

manifested its intent or explicitly empowers an agency to enact a
particular regulation, both court and state must defer to federal

agree- regulation in that area.'”™ Courts require a permissible construc-
curs if tion of a statute when Congressional intent is ambiguous.'*®
a state Courts need not interpret the statute or conclude that the

s and agency’s construction was the most effective one that it could have
e field adopted.’™ The paramount consideration instead is the reasona-
‘egula- bleness of the agency’s regulation and whether the agency ex-
46 ceeded its statutory power.'®’
lations Where Congress has directed an administrator to exercise his
{5 con- discretion, his judgments are subject to judicial review only to
ederal determine whether he has exceeded his statutory authority or
an dis- acted arbitrarily . . . . If [h]is choice represents a reasonable
'nts.!'* accommodation of conflicting policies that were comrhitted to
149 Lincoln Sav. & Loan Ass'n v, Federal Home Loan Bank Bd., 856 F.2d 1558, 1560
Bosack (D.C. Gir. 1988).
.963) * 150 Louisiana, 476 U.S. 355; Michael R. Bergmann, Note, Regulatory Overrides of State An-
“30_ H: tibranching Statutes: Of More Valuable Thrifis and Adminisirative Policy, 77 Va. L. Rev. 1203,
" i 1218 (1991); see Hines, 312 U.S. at 66-67.
ecupation 151 467 1.5, 837, 837 (1984).
’E, S. 355 152 T4, at 842. Chevron involved legisiation establishing a permit program for stationary
e sources of air pollution, Id. According to the legislation, plants could only obtain permits
for “stationary sources” if they complied with several stringent conditions. At issue was the
Environmental Protection Agency's (“EPA's") plantwide definition of the term “stationary
auing that source,” which enabled a plant with several pollution-causing devices to install one source
jective of without meeting permit conditions if such addition would not increase the total emissions
from the plant.” The Natural Resources Defense Council challenged the EPA’s plantwide
definition of “stationary source.” After determining that.Congress had no specific intent
' from ac- regarding the broad definition, the Court upheld the use of the EPA’s concept as a reason-
o I able policy choice. Id. at 842.
essionally 158
. Id.; Bergmann, supra note 150, at 1214,
2 fourth 154 Chevron, 467 11.S. at 842-43; Bergmann, supra note 150, at 1214,
' 35 Chevron, 467 U.S. at 843,
ral Trade 156 ; . . R . .
sing that o See id, at 844 (stating that if the legislative delegation of power to an agency is im-
1e fourth Plicit, “a court may not substitute its own construction of a statutory provision for a reason-

able interpretation made by the administrator of an agency”
157 [d, ai 843, y geney’)

H




432 CARDOZO ARTS & ENTERTAINMENT [Vol. 14:407

the agency’s care by the statute, we should not disturb it unless it
appears from the statute or its legislative history that the accom-
modation is not one that Congress would have sanctioned.'>®

Additionally,.an agency has no power to act until Congress confers
power upon it.'*

C. Case Law Regarding the FCC’s Statutory Authority

The FCC derives its authority to regulate Caller ID from the
Communications Act of 1934, which grants the Commission power
to develop and regulate “interstate and foreign commerce in wire
and radio communication.”'® Congress initially envisioned a sys-
tem in which the FCC would regulate interstate telecommunica-
tionn services, while the states controlled intrastate
telecommunications.’®® In a short time, however, it became appar-
ent that

while the Act would seem to divide the world of domestic tele-
phone service neatly into two hemispheres—one comprised of
interstate service, over which the FCC would have plenary au-
thority, and the other made up of intrastate service, over which
the States would retain exclusive jurisdiction—in practice, the
realities of technology and economics belie[d] such a clean par-
celing of responsibility.'??

Therefore, the FCC must carefully consider the regulations it
promulgates in light of the resulting state consequences.
The clash between the FCC and state governments began with

158 Patrick R. Tyson, The Preemptive Effect of the OSHA Hazard Communication Standard on
State and Community Right to Know Laws, 62 Notre Dame L. Rev. 1010, 1016-17 (1987)
{citing Capital Cities Cable, Inc. v. Crisp, 467 U.S. 691, 699 (1984)).

169 [ouisiana, 476 U.S. at 374.

160 The Communications Act, in relevant part, states that the FCC was created

[flor the purpose of regulating interstate and foreign commerce in communi-
cation by wire and radio so as to make available, so far as possible, to all the
people of the United States a rapid, efficient, nationwide, and world-wide wire
and radio communication service with adequate facilities at reasonable charges,
for the purpose of national defense, for the purpose of promoting safety of life
and property through the use of wire and radio communication, and for the
purpose of securing a more effective execution of this policy by centralizing
authority heretofore granted by law to several agencies and by granting addi-
tiona] authority with respect to interstate and foreign commerce in wire and
radio communication, there is hereby created a comnmission to be known as the
“Federal Communications Commission,” which shall be constituted as hereinaf-
ter provided, and which shall execuote and enforce the provisions of this Act. .
The Communications Act of 1934, c.652, 1, § 3, 48 Stat. 1064. “Wire communication” 18
defined as “the wransmission of . . . sounds of all kinds by aid of wire, cable, or other like
connection . . . including all instrumentalides.” 47 U.S.C. § 153(a) (1994).
161 Ady & Dumas, supra note 119, a1 448. See Louisiana, 476 U.S. 355.
162 Louisiana, 476 U.S. at 360.
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a 1986 United States Supreme Court case, Louisiana Public Service
Commission v. FCC. '*® Louisiana involved an FCC ruling that sec-
tion 220 of the Communications Act, which expressly.directed the
FCC to prescribe depreciation practices, pre-empted inconsistent
state depreciation regulations for intrastate rate-making purposes
to avoid frustration of implementation of federal policies.'®* The
FCC argued that a section of the Communications Act explicitly
anted the FCC power to prescribe intrastate depreciation prac-
tices.'®® The Supreme Court stated that the statute may give the
FCC authority only over depreciation in the context of interstate
regulation.’®® The Court rejected the FCC’s broad assertion of au-
thority, because it was “at least possible” or “plausible” that the sec-
tion did not fully support the FCC’s contention.'s? The Court also
found it significant that Congress did not expressly authorize pre-
emption.'®® Therefore, absent unambiguous statutory language
authorizing preemption, the Court preserved state law.'®® Un-
doubtedly, “the Louisiana depreciation decision signaled a shift to
greater state hegemony in communications policy.”"®

D. The FCC’s Authority to Preempt State Regulation of Caller ID

The first step of the Chevron test, requiring express congres-
stonal intent, is inapplicable to the Caller ID analysis. Congress has
not yet passed legislation specifically governing deployment of
Caller ID. Instead, after years of inaction regarding the service, the
FCC relied upon its general power under the Communications Act
to regulate wire communications.!”!

Under the second part of the Chevron test, the inquiry is

163 4. at 355; for a discussion of Louisiana Public Service and privacy in telecommunica-
tions, see generally Adu & Dumas, supra note 119.

164 Louisiana, 476 U.S, at 855,

165 4. ar 876,

166 Id. ac 377.

187 Spp id.

168 14,

189 Ser id, at 377-78. Following Louisiana, the Court of Appeals for the District of Coluin-
bia Circuit ruled that “[t]he FCC has the burden . . . of showing with some specificity that
[state regulation] would negate the federal policy.” National Ass'n of Regulatory Util. v.
FCC, 880 F.2d 422, 430 (D.C. Cir. 1989).

170 Daniet. L. BRENNER, LAW AND REGULATION OF COMMON CARRIERS IN THE COMMUNICA-
TIONs INDUsTRY 67 (1992).

'71 A petition for rulemaking, filed by Joseph Bacr, was the impetus for the FCC's cam-
Paign to establish a federal model for Caller ID services. Rules and Policies Regarding
Calling Number Identification Service—Galler ID, 6 F.C.C.R. 6752, 6753-54 1 7 (1991).
€ petition proposed a national Caller 1D service that offered all customers with uniisted
numbers the opportunity to substitute a confidentially registered numeric designation for
their billing numbers. Id.
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“whether the agency’s construction of the statute is permissible.”'7?2
With respect to the Caller ID analysis, however, no statute besides
the Communications Act exists for the FCC to construe. The con.-
nection between the broad language of the Communications Act,
granting the FCC.general authority to regulate wire communica-
tions, and the agency’s decision to preempt state Caller ID laws is
too tenuous. As such, the second branch of the Chevron test pro-
vides little guidance. Inquiry about whether the regulations that
preempt state laws “are arbitrary, capricious, or manifestly contrary
to the statute”’” is useless when the FCC is merely acting under its
general power to regulate wire communications. Such an inquiry
would enable the FCC to pass almost any regulation, so long as it
touched upon wire communications. When the effect of the FCC’s
rulemaking is to eliminate valued state privacy protections, the
Court’s presumption in favor of state law necessitates a careful
inquiry.'”*

A modified version of the first prong of the Chevron test should
apply to Caller ID. Even though no federal statute expressly ad-
dresses Caller ID, congressional intent regarding regulation of
such technology still can, and should, be the appropriate consider-
ation when evaluating the FCC’s preemptive regulations regarding
the service. Since, Caller ID is part of the converging telecommu-
nication and information industries, a-consideration of federal stat-
utes regarding informational privacy in similar industries reveals

Congress's intent to protect the public from broad dissemination
of personal information.

E. Convergence and Existing Privacy Protections

With the proliferation of privacy-invading technologies, Con-
gress has regulated various industries to control the accelerated
collection and use of transactional records associated with commu-
nications media.!” As the Department of Commerce (“DoC”) re-
cently suggested, however, converging telecommunications services
demonstrate “a need for a more comprehensive approach to pri-

vacy regulation” across industries.!”®A DoC report on privacy issues
recently stated that:

[t]oday, one set of privacy requirements applies to traditional
cable operators; other rules apply to telecommunications com-

172 Bergmann, supra note 150, at 1214 (emphasis added).
178 Chevrom, 467 U.S. a1 844,

174 See Louisiana, 476 1.S. 355,

175 See 59 Fed. Reg. 6844

176 See id, 6843.
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mon carriers (with even more specialized rules that apply to the
Regional Bell Operating Companies and AT&T); and other
firms that provide telecommunications and information services
are subject to no restrictions on how they use personal informa-
tion. Are there any overarching principles that can be extended
across specific services in the telecommunications sector? Given
the convergence of different industries within this sector, is
there a need for a more comprehensive approach to privacy
regulation?'”’

Significantly, although the DoC has not yet released a report re-
garding the responses to this inquiry, it is evidence of the agency’s
recognition that in the age of the information superhighway, simi-
lar privacy concerns of individuals span across different industries
within the telecommunications and information sectors.,

The Cable Act of 1984'7® and the Video Privacy Protection Act
(“Video Act”}'™ evidence Congress’s intent to provide individuals
with informational privacy in this age of the information super:
highway’s communications media and information services. Caller
ID involves identical informational privacy concerns as do the
Cable Act and the Video Act. Therefore, a consideration of these
laws is useful in determining whether the FCC’s ruling regarding
call blocking is consistent with what Congress itself would promul-
gate. Also useful is an analysis of the proposed Telephone Con-
sumer Privacy Protection Act of 1993 (“Consumer Privacy Act”) '8
and the recommendations of various informational privacy study
commissions.

1. The Cable Television Consumer Protection Act

The subscriber privacy section of the Cable Act restricts Cable
providers’ abilities to collect and disclose personally identifiable in-
formation about an individual.’®' The Cable Act’s subscriber pri-
vacy section demonstrates Congress’s recognition that use of
others’ personal information must be heavily regulated in order to
avoid or diminish privacy intrusions. As the court in Scofield v. Tele-
cable of Overland Park, Inc. observed, the privacy requirements were

177 14, 6842-43,
1;;;) )Pub. L. No. 98-549, § 2, 98 Star. 2794 (codified at 47 U.S.C. § 551 (1988 & Supp.
179 Pub, L. No. 100-618 1 2(a)(1)(2), 102 Stat. 3195 (codified at 18 U.S.C. § 2710 (1988
& Supﬁ. 1998)).

180"H.R. 3432, 103d Cong,, 1st Sess. (1993) ‘[heireinafter Telephone Consumer Privacy
Act], The proposed act directly addresses the issue of Caller ID.

'81 47 U.S.C. § 551(b), (c). For a general discussion of the privacy protections of the
Cable Act, see Scofield v. Telecable of Overtand Park, Inc., 973 F.2d 874 (10th Cir. 1992).

i
"

{
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included in the Act in response to Corgress’s observation that
“‘{clable systems, particularly those with a “two-way” capability,
have an enormous capacity to collect and store personally identifi-
able information about each cable subscriber. Subscriber records
from interactive systems,” Congress noted, ‘can reveal details about
bank transactions, shopping habits, political contributions, viewing
habits and other significant personal decisions.” "'%?

The stringent provisions of the Act require that cable opera-
tors, at least once each year, provide customers with clear and con-
spicuous notice of the nature of: 1) personally identifiable
information the provider will collect about the subscriber, 2) the
uses to which the provider will put the information, 3) the length
of time the information will remain on record, 4) the procedures
the customer should use to view and correct his or her personal
information, and 5) subscriber’s rights to enforce the provider’s
statutory obligations.'®®  Additionally, the elaborate provisions of
the Act pertaining to collection and disclosure of personally identi-
fiable information'®* evidence Congress’s intent to guard individu-
als’ privacy interests. With a few exceptions, cable operators are
forbidden from using the cable system to gather or disseminate
personally identifiable information about a viewer without prior
permission of the individual.'® A cable viewer may access all per-
sonally identifiable information pertaining to the viewer and has

182 Scofield, 973 F.2d at 876 {ciations omitted).
183 The Cable Act, in relevant part, states:
Protection of subscriber privacy
(a) Notice to subscriber regarding personally identifiable information; “per-
sonally identifiable information® defined.
{1) At the time of entering into an agreement to provide any cable service
or other service 1o a subscriber and at least once a year thereafter, a cable
operator shall provide notice in the form of a separate, written statement
to such subscriber which clearly and conspicuous?y informs the subscriber
of—
(A} the nature of personally identifiable informadon collected or to
be collected with respect to the subscriber and the nature of the use of
such information;
(B) the nature, frequency, and purpose of any disclosure which may
be made of such information, including an identification of the types
of persons to whom the disclosure may be made;
{C) the period during which such information will be mainuwained by
the cable operator;
(D) the times and place at which the subscriber may have access to
such information . .. and
(£} the limitations provided by this section with respect to the collec-
tion and disclosure of information by a cable operator and the right of
the subscriber . . . to enforce such limitations.
47 US.C. § 551(a) {emphasis added).
184 47 UIS.C. § 551(b), (c).
185 fd4
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the opportunity to correct any error in the information.'®® Finally,
the Cable Act provides that cable operators must destroy personally
identifiable information that is no longer necessary for the pur-
pose for which it was collected.!®”

2. The Video Privacy Protection Act of 1988

When Robert Bork was a Supreme Court nominee in 1987, the
clerk at a video rental store that Bork patronized released to an
inquisitive reporter a list containing the names of films that the
judge had rented. Fortunately for Bork, the list contained John
Wayne movies, rather than the adult films for which the gossip-
hungry reporter obviously had hoped.'®® Congress, outraged by
the extraordinarily intrusive behavior, passed the Video Privacy
Protection Act of 1988 shortly after this incident.”® The Act for-
bids retailers from disclosing video-rental records or other person-
ally identifiable information concerning any consumer.'%?

The Video Act authorizes disclosure of the subject matter of
rented videos if the disclosure is solely for the use of marketing
goods and services directly to the consumer.’®® On its face, the
Video Act may appear to evidence Congress’s endorsement of the
“traffic in mailing lists that cause us all to be inundated with ‘junk
mail’ of every possible kind.”'¥? A closer examination of the con-
text in which Congress passed the Video Act, however, manifests
that it had no such intent.

Upon realizing how easily anyone could uncover intrusive
facts about them, legislators quickly passed the Video Act.!®®
Lawmakers were outraged by the Bork incident.!® At the time that
the bill became law, the legislators solely were concerned about
protecting themselves from public scrutiny.'®® Had the proposed

186 47 US.C. § 551(d).

187 47 U.S.C. § 551(e).

188 RoTHFEDER, supra note 26, at 27; see 59 Fed. Reg. 6844,

189 18 U.S.C. § 2710; see 59 Fed. Reg. 6842, 6844,

19018 1J.S.C. § 2710(b).

191 18 U.S.C. § 2710(b) (2} (D) (ii).

192 George B. Trubow, Protecting Informational Privacy in the Information Society, 10 N. ILL.
U. L. Rev. 521, 524 (1990).

193 See ROTHFEDER, supra note 26, at 27.

194 14

195 Scott E. Sundby, “Everyman” s Fourth Amendment: Privacy or Mutual Trust Between Gov-
emment and Citizen?, 94 CoLum. L. Rev. 1751, 1759 (1994); S. Rep. No. 599, 100th Cong.,
2d Sess. 6 (1988), reprinted in 1988 U.S.C.C.AN, 4342-41, 4342-45; Dennis McDougal, Video
Rental Privacy Bill Introduced, L.A. Times, Oct, 28, 1987, § 6, at 1 (stating that the Video Act
was “the direct result of a Washington weekly newspaper’s revelation . . . that Bork and his
wife had rented 146 tides from a Washington video outlet during the previous 18
months”); see Michael Hinds, Personal but Not Confidential: A New Debate Over Privacy, NY,
Times, Feb. 27, 1988, at 56.
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bill' prohibited'.use of personal information by telemarketers, the
business community surely would have protested the bill. There.
fore, the provision allowing use of video rental information for so.
licitations can best be understood as a compromise that enabled
the bill to become law as rapidly as possible.'®® Since the “stated
goal of the [Telephone Consuiner Protection Act of 1991 was} ‘o
prohibit certain practices involving the use of telephone equip-
ment for advertising and solicitation purposes,’ ” it is unlikely that
the Video Act indicates Congress’s approval of telemarketing
solicitations.'®”

»

3. Telephone Consumer Privacy Protection Act of 1993

The proposed Consumer Privacy Act directly addressed the
privacy issues that Caller ID presents.’®® Representative Edward ].
Markey sponsored the bill, after noting the need for enhanced pri-
vacy protection in this period of “full-fledged technological revolu-
tion . . . [that] promises €xciting new services and products that
will change the way we live, work, and play.”'*® Representative Mar-
key, Democrat of Massachusetts and chairman of the House Sub-
commiittee on Telecommunications and Finance, advocated a
“privacy bill of rights” by directing the FCC to establish basic pn-
vacy protections for any telecommunications medium that may in-
fringe on consumer’s privacy rights—from interactive television
and home shopping to spectrum based technologies, such as cellu-
lar phones and personal communications devices.?*® In short, no
mattér what telecommunications medium consumers use, they
must know when personally identifiable information about them is
collected. Additionally, those who wish to use or sell personal data
must notify consumers, giving individuals the opportinity to curtail
such use and abuse of their personal information. According to
Representative Markey, the themes of the privacy legislation were
“knowledge, notice and no."**! That is, “[e]veryone should know
when information about them is being collected, be told when that
information is being sold or rented, and be able to veto that use or

196 Indeed, in the subsequent Telephone Consumer Protection Act of 1991, Congress
expressly recognized telernarketing as a privacy invader. 47 US.C. § 227,

197 James E. Meadows, The Telephone Consumer Protection Act of 1991: Consumer Salvation o7
Unconstitutional Restrainf?, CoMPUTER LAaw,, Mar. 1992, at 13

198 Telephone Consumer Privacy Act, supra note 180.

199 189 Conc. Rec. E2745 (statement of Rep. Markey).

200 1d.; Privacy Bill of Rights to Target Caller Identification, ADVANCED INTELLIGENT NETWORK
NEws, Nov. 24, 1993; see Ramirez, supra note 12, at 10.

201 Larry Tye, Ne Private Lives: Proposed ‘Bill of Rights® Would Limit Personal Data (pt. 4)
Boston GLoBE, Sept. 8, 1993, at 1.
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reus e.”202

Significantly, while generally addressing the issue of integrat-
ing and expanding communications networks, the bill specifically
focused on the telephone as a privacy invader.?®® Similar to the
FCC’s regulations, the proposed legislation authorized interstate
Caller ID. Importantly, however, the bill provided for a- minimum
standard of per-call blocking.?** Markey explicitly maintained that
states may “enact further privacy protections if they choose,” such
as per-line blocking.**

The proposed Consumer Privacy Act also regulated the use
and dissemination of Customer Proprietary Network Information
(“CPNI") the telephone company holds about an individual, in-
cluding name, address, telephone number, and date, destination,
and duration of all telephone calls.?*® Many residents and small
businesses have no control over use of proprietary data.**” The
proposed bill prohibited the telephone company from disclosing
or selling any individual’s CPNI without the affirmative consent of
the consumer.??® .

Finally, the proposed Consumer Privacy Act recognized that
800 and 900 number services.threaten privacy interests, through
their use of Automatic Number Identification (“ANI”). These busi-
nesses ostensibly use ANI, which provides the caller’s directory list-
ing, to verify billing information.?™ Representative Markey,

202 4.

203 Ses id,

204 Senator Herbert Kohl, Democrat of Wisconsin, introduced a companion bill to the
Senate. Kohl's progmcd bill also mandated a minimum safeguard of per-call blocking, but
also provided for free perline blocking for calls made from domestic violence sheliers.
Congress Likely to Impose Uniform Caller ID Blocking Rule, TeLerHONE WK, Feh. 8, 1993; see
Communications: Early Drive Expected on Legistation Held Over From Last Year, Dany Rep. EXeG-
UTIvEs, Jan. 17, 1992, at S33.

205 See 139 Cone. Rec. E2746 (statement of Rep. Markey).

206 [4.; Rules and Policies Regarding Calling Number Identification Service—Caller ID,
9F.C.CR. at 1764, 1774 1 61 n.41; 59 Fed. Reg, 6842, 6845, Although the FCC rules re-
garding CPNI sought to “balance considerations of customer privacy, efficiency, and com-
petitive equity,” the mergers, acquisitions and alliances of large local exchange carriers
with non-telephone related companies have raised new concerns regarding CPNI use. 9
F.C.CR. at 1774 1 61. The current rules regulate use of CPNI by the Bell Operating Com-
panies (*"BOC's"), which employ CPNI when marketing services and customer premises
€quipment (*CPE"). The BOC's enhanced service and CPE marketers may use the CPNI
dafa in any way they choose, except if a customer requests otherwise. Current rules require
prior authorization for use of CPNI data only for customers with more than 20 telephone
lines, since the largest business customers are the ones most likely to require and benefic
from the enhanced BOC services and CPE. See id.; 139 Conc. Rec, E2746 (statement of
Rep. Markey); Privacy Bill of Rights to Target Caller Identification, supra note 200.

07 139 Cong. Rec. E2746 (statement of Rep. Markey); Privacy Bill of Rights to Target
Caller dentification, supra note 200.

208 1389 Cong. Rec. E2746 (statement of Rep. Markey).

209 Ser Seecof, supra note 9, at 795,
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however, recognized that information gathered from the deploy-
ment of ANI “can be recorded, compiled into marketing lists, and
then sold to any interested party without any restriction or any re.
quirement to even inform consumers, much less offer the consum-
ers the chance to curtail . . . the practice . . . ."?'® Because “[t]his
. . . information is private and should not be marketed and pack-
aged for sale” without the caller’s consent, the proposed legislation
allowed ANI subscribers to use the information only for billing and
collection purposes, or for uses that would facilitate the transaction
for which the call was made.*"!

4. Study Commissions on Privacy Issues
a. Committee on Automated Personal Data Systems

Representative Markey was not the first to propose such a
sweeping privacy bill of rights. In 1972, the Health, Education, and
Welfare Secretary Elliot Richardson formed the Advisory Commit-
tee on Automated Personal Data Systems in response to increased
use of automated data systems to coilect and disseminate personal
information about individuals.*** The Advisory Committee’s pur-
pose was to “analyze and make recommendations about the harm-
ful consequences from using automated personal data systems;
safeguards that may protect against those consequences; measures
that might afford redress; and policy and practices relating to the
issuance and use of Social Security numbers.”®'?® In 1973, the Advi-
sory Committee issued a report*'* in which it recommended princi-
ples similar to those in Representative Markey’s bill. Congress
incorporated some of the Commission’s recommendations in the
Privacy Act of 1974.2'® The Act, however, was limited to govern-
ment-held information.2'® Similarly, the Advisory Committee ex-
amined “government records and did not focus much attention on
the effect of its recommendations on private record keepers.””

2:0 139 Conc. Rec, E2746-47 (statement of Rep. Markey).
211 14,

212 Robert M. Geliman, Fragmented, Incomplete, and Discontinuous: The Failure of Federal

Pg’vgq Regulatory Propasals and Institutions, 6 SoFTware. L], 199, 209 (1993).
13 Id

214 1).S. DEP'T OF HEALTH, EDUCATION, & WELFARE, SECRETARY'S ADVISORY COMMITTEE ON
AUTOMATED PERsOnAL Data SysTeEMS, Recorbs, CoMeuTeRs, AND THE RicHTs oF CITIZENS
vl (1973); see Gellman, supra note 212, at 200. )

215 Privacy Act of 1974, Pub. L. No. 93-579, § 5(b)(2), 88 Star. 1906 (1974). Tye, Pr>-
posed ‘Bill of Rights’ Would Limit Personal Dota, supra note 201, a1 1. In fact, “{e}ven a cursory
review of the Advisory Committee’s report and the Privacy Act of 1974 shows a striking
similarity in content and organization. Many of the Committee’s proposals were enacted
almost verbatim in the Privacy Act of 1974." Gellmnan, supra note 212, at 210,

216 Tye; Proposed ‘Bill of Rights’ Would Limit Personal Data, supra note 201, at 1.

217 Gellman, supra note 212, at 209.
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py- - | Additionally, it “failed to anticipate technological changes that
nd M have made it much easier to gather and collate personal informa-
- tion, and wasn’t enforced as vigorously as its sponsors had
- hoped.™'*

his

ck- 2 b. Nixon’s Domestic Council Committee on the Right

on § to Privacy

Consistent with his belief that “the time has come . . . for a
major initiative to define the nature and extent of the basic rights
of privacy and to erect new safeguards to ensure that those rights
are respected,” former president Richard Nixon established the
Domestic Council Committee on the Right to Privacy on February
923, 1974.2"9 After noting the inadequacies of both Congress’s and
. a : the Executive Branch’s responses to the need for an effective na-
nd 3 tional information policy, the Committee recommended a perma-
it- : nent policy organization within the Executive branch to coordinate
i a framework for a national information policy.??® The Committee
intended that such an organization would give priority to informa-
tional privacy issues.?*!

c. Privacy Protection Study Commission

The Privacy Act of 1974 established the Privacy Protection
Study Commission (the “PPSC”).?** Compared to other privacy
studies in prior years, the “PPSC had the broadest mandate to re-
view privacy matters in the federal government, state governments,
and the private sector.”®® Apparently, concern for individuals’ in-
formational privacy was not simply a passing fad limited to govern-
mental abuse of personal information.?** Instead, the directive to

218 Tye, Propased ‘Bili of Rights” Would Limit Personal Data, supra note 201, at 1.

219 See President’s 1974 State of the Union Address, 256 WegkLy Come. Pres. Doc. 47, 52
(Jan. 30, 1974); Gellman, sugra note 212, at 212,

220 Gellman, supra note 212, at 215,

221 fd. at 215.

222 Id, at 216; b9 Fed, Reg. 6843; sez 5 U.S.C. § 552a (1988).

225 Gellman, supra note 212, at 216.

224 Originally, people anticipated that “Big Brother—with vast and powerful computers,
huge centralized databases, video monitors, and communications equipment at his dispo-

LENS ! sal—would use this technology to entrap individuals and force them into conformity.”

ROTH_F}:DER, supra note 26, at 22. See Trubow, supra note 192, at 521. “Every piece of perti-
Pro- nent information would be catalogued and then molded, enhanced, and expunged to suit
pory the nr.:eds of Big Brother.” ROTHFEDER, supra note 26, at 22. Because of the technology
ing explosion, Big Brother never happened. Instead, powerful computers are available to
rted Many for a lower price than ever expected. Ironically, although there is no single omnis-

cient Big Brother, anyone who wishes to can play him. As stated by Robert Ellis Smith,
editor of the newsletter, Privacy Journal, “for very little cost, anybody can learn anything
about anybody.” 7d. at 17. -
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the PPSC to examine privacy concerns in various sectors demon.
strated that threats to individual privacy pervaded society.

After examining whether available safeguards adequately pro.
tected privacy interests, the PPSC concluded that federal’ privacy
laws must address three policy goals: 1) to balance what an individ-
ual must divulge to a record-keeping organization against what the
person seeks in return, in order to minimize intrusiveness; 2) to
minimize the extent to which.recorded information about a person
is a basis for any negative decision about the person; and 3) to
create reasonable expectations of informational privacy by regulat.
ing uses and disclosures of recorded information about an individ-

ual.#* In 1977, the PPSC recommended that Congress develop a

1
privacy bill that embodied many of Representative Markey’s sugges- €
tions.??® Unlike the Advisory Cominittee’s recommendations, the f
study recognized that the United States had become an informa- I:l
tion society that was under siege by both the private sector and all ir
levels of government.®*’ gl

According to David F. Linowes, chairman of the Privacy Pro- <
tecion Commission, “the recommendations were accepted by i
members of Congress on both sides of the aisle, and President d
Carter assured [him] that “he’d convene a Cabinet meeting and g
urge it to proceed with implementation.”?®® Despite enthusiasm .

for privacy legislation that would implement the recommenda-
tions, however, no such bill resulted. Later, Mr. Linowes lamented
that “attention always is directed to the crisis of the moment and
this never appeared to be a crisis.”**?

Presently, Caller ID and the exploitation of each individual’s
“computerized alter ego” elevate informational privacy concerns to
the forefront of debate, as evidenced by the proposed Telephone
Consumer Privacy Protection Act’s acceptance of perline block-

225 59 Fed. Reg. 6842.

S" gg-m [m—xgmﬂﬁfﬁﬁn
-y | Lt ——

226 Larry Tye, supra note 201, at 1. The Federal Privacy Board’s recommendations fo- i
cused on three objectives to create an effective privacy protection scheme: “to create a : Q-
proper balance between what an individual is expected to divulge to a record-keeping or- "
ganization and what he seeks in return (to minimize intrusiveness}; to open up record 1 4
keeping operations in ways that will minimize the extent of unfairness in any decision E - 3
about him made on the basis of it (to maximize fairness); and to create and define obliga- & 1 :
tions wim‘rcspect to the uses and disclosures that will be made of recorded information -> -
about an individual (to create legitimate, enforceable exgectar.ions of confidentiality). = ap
Gellman, supra note 212, at 220; Privacy Protection Study Commission, Personal Privacy S ca
an Information Society: The Report of the Privacy Protection Study Commission (1970). b pa

227 Trubow, supra note 192, at 521. 3 1o
228 Tye, Proposed ‘Bill of Rights’ Would Limit Personal Data, supra note 201, at L. r:

]
=

229 Jd. Mr. Linowes further noted that today “technology is moving ahead more quickly

with communications and superhighways of information, which makes the need for action
all the greater.” Id.
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ing.2** The FCC’s decision to banish this valuable privacy protec-
tion, however, renders the issue of informational privacy invasion
through Caller ID the crisis of the moment, as contemplated by
Mr. Linowes.?3!

d. The Naticnal Telecommunications and Information
Administration’s Recognition of Increased Privacy
Requirements in the Age of the Information

+ .Superhighway

Recently, the Clinton Administration formed the Information
Infrastructure Task Force (“IITF”) to work with Congress to accel-
erate the advancement of the National Information Infrastructure
(“NII").%*2 In its Notice of Inquiry, the IITF stated that since the
PPSC’s study, technological advances in telecommunications and
information technology have occurred.?®® The IITF pursued its
goal of protecting privacy interests of individuals while maximizing
the flow of information®** by recently issuing a Notice of Inquiry,
in which it stated that “[g]iven the proliferation of computerized
data collection and the prospect of converging technologies—
computers, telephones and mass media—it is time to reconsider
what privacy means in developing electronic communities.”?** The
Commission noted that the convergence of technologies may ne-
cessitate a more comprehensive approach to privacy protection
across different sectors, rather than create the need for a distinct
set of principles for telecommunication and information
services.?36

230 Law school professor Arthur Miller uses the term “computerized alter ego” when

;%fcrrinég to a digital version of éach individual’s public perscnae. ROTHFEDER, supra note
, at 16.

231 Cf. Tye, Proposed ‘Bill of Rights” Would Limit Personal Data, supra note 201 (indicating

that legislators typically devote their efforts towards issues that are crises).

232 The NII refers to the information super highway as “the evolving seamless interactive

web of communications netwarks, computers, data bases, and ‘consurmer electronics . . . .7

SF.CCR at 6842 12

235 I4. at 6843,

234 Id at 6842,

; 235 Id. at 6843 1 9.

236 Id. at 6842-43 1 7. The Commission lamented that “one set of privacy requirements

'appl_ies to traditional cable operators; other rules apply to telecommunications common

Carriers {with even more specialized rules that apply to the Regional Bell Operating Com-

Panies and-AT&T); and other firms that provide telecommunications and information

Services are subject to no restrictions on how they use personal information.” Jd. at 6843

12. The Commission sought comment by questioning;: “[g]iven the convergence of differ-

Nt industries within this sector, is there 2 need for a more comprehensive approach to

Privacy regulation? Can ‘fair information principles’ be extended to interactions between

Individuals in an electronically wired nation?” fd.
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F. Implications of Existing Statutes and Previous
Study Commissions

Congress has shown its intent to restrict the collection and dis-
semination of personal information through both the Cable Act
and the Video Act. The various study commissions and Represen-
tative Markey’s proposed Telephone Consumer Privacy Protection
Act evidence the urgent need for regulation of the information
industry.

The fact that the bill was not enacted should not detract from
the significance of legislation that seeks to preserve per-line block-
ing. As illuminated in the responses to the FCC’s notice on pro-
posed rulemaking,®’ fierce opposition to Caller ID blocking
mechanisms exists. Because Representative Markey’s bill leaves
open the possibility of perline blocking on a state-by-state basis, it
provokes strong opposition. Indeed, regional holding companies
voiced their concern that perline blocking would eliminate the
atility of the Caller ID service by making it too easy for individuals
to block calls. Additionally, it is difficult to pass legislation when
the business community vehemently opposes it.**®

Overall, Congress has consistently illustrated its intent to re-
strict collection and dissemination of individuals’ personal infor-,
mation gathered from transactional records associated with
communications media and information services. Most signifi-
cantly, the Cable Act imposes upon cable operators extraordinarily
stringent requirements providing that consumers must have notice
and the opportunity to consent to the collection and use of person-
ally identifiable information. The Video Act also manifests Con-
gress’s concern about unrestricted use of personal information,
given that personal facts “may be of such a highly sensitive and
personal nature that, although correct, they are potentially harm-
ful'and embarrassing if disseminated carelessly.”*® Since Caller ID
is also a telecommunications service of the information superhigh-
way, the FCC'’s decision to promulgate regulations that diminish
individuals’ state privacy protections must not conflict with the
congressional intent to protect informational privacy, evidenced in

237 6 F.C.C.R, at 6752,

238 Cf Gellman, supra note 212, at 237 (describing the difficulty with creating a federal
dawa proteciion agency in the face of opposition from the business community). Busi-
nesses value Caller ID because it facilitates customer service by taking 20-30 seconds off of
each call that matches a database record, Grigonis, supra note 44, at 57. Additionally, the
value of Caller ID to the telemarketing industry ensures opposition to Representative Mar-
key's proposal to allow perline blocking,

239 Francis S. Chlapowski, Note, The Constitutional Protection of Informational Privacy, 71
B.U. L. Rev. 133, 139 (1991). ’
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other statutes addressing telecommunications and information in-
dustries.?*® Accordingly, the FCC should allow states to continue
to protect their citizens’ privacy by offering per-line blocking.**!

CONCLUSION

In the past few decades, informational privacy has been a con-
cern to both the legislative and executive branches. Thus far, the
horror stories about privacy invasions that the popular press pub-
licizes have led to legislation in-various telecommunications sectors
rather than a single, expansive law covering all telecommunica-
tions industries. Nonetheless, because these industries are con-
verging and similar privacy concerns exist in each, it is appropriate
to examine legislation that protects privacy in other telecommuni-
cations mediums in order to discern congressional intent regard-
ing the Caller ID service.

The FCC’s decision to require per-call blocking is a valid and
necessary decision within those states that do not offer any block-
ing mechanisms. ‘Congress has not expressly stated its intent re-
garding the merits of per-line and per-call blocking. Nonetheless,
a consideration of the other statutes regarding privacy with respect
to telecommunications-generated information indicates that Con-
gress would not approve Caller ID without per-call blocking, which
is the minimum privacy protection available. Therefore, to the ex-
tent that the FCC’s ruling preempts state laws that offer no privacy
protection, the regulations are consistent with Congress’s intent.
The FCC can not preempt state regulation of Caller ID by
eliminating per-line blocking, since this would conflict with Con-
gress's intent to increase individuals’ control over the collection
and use of their personal information. Although Congress has not
formally resolved the issue of the Caller ID privacy debate regard-
ing the merits of per-line blocking, various statutes evidence Con-
gress’s intent to “ensure the perpetuation of . . . privacy rights as
communications and computer technology continue to merge and
evolve,"?*2 Additionally, the establishment of various study com-
missions in the last few decades and their recommendations evi-
dt‘_nce the long-standing significance of personal informational
Privacy issues.

Although the Communications Act authorizes the Agency to
regulate Caller ID as a service of wire communications, the FCC’s

o10 Sez Louisiana, 476 U.S. 855.
24; See 9 F.C.CR. at 1775-76 1 69.
Ses Telephone Consumer Privacy Act, supra note 180.




446 CARDOZO ARTS & ENTERTAINMENT [Vol. 14:4¢7

regulations, after seven years of silence, preempt state privacy pro-
tections in contravention of Congress’s intent. For now, perline
blocking may be the only way to resolve the conflict between callers
and called parties. The FCC exceeded its authority by banning this
much-needed option upon which many citizens rely to protect
themselves.

Even if the FCC abandons its ruling and allows states to retain
per-call blocking, “the current applications of the Caller 1D tech-
nology represent only the tip of the iceberg of privacy issues that
will be implicated by the growing demand for exchange of cus
tomer identification information as the NII develops.”**® As tech-
nological innovation-in electronic media and telecommunications
industries continues, greater privacy concerns will evolve. Since it
will likely be impossible for Congress to keep pace with sophisti-
cated, new technological advancements, it must pass cohesive legis-
lation that will guard privacy in all information industries, both
now and in the future. “If dealt with on a piecemeal basis, the
inconsistencies in treatment of these developments and the
problems they create are likely to be exacerbated.”** Finally, Con-
gress must clearly mandate that the FCC enforce such legislation
with a presumption in favor of informational privacy protection, so
that the Commission never again will err as it did in abolishing per-
line blocking.

—_—
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243 Richard E. Wiley & Robert ]. Butler, National Information Infrastructure: Preserving Per-
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